EXECUTIVE GUIDE

Executive Technology
Partner Evaluation Guide

How leadership teams can select an IT partner that improves uptime,
accountability, security, and execution instead of simply closing tickets.

WHITEPAPER 01

BUILT FOR OUTCOME USE THIS WHEN
CEOs, COOs, CFOs, IT directors, A sharper decision process for Leadership is comparing
operations leaders, and executives choosing a provider that can support providers, support
evaluating a provider change. day-to-day operations, major projects, models, accountability,
cybersecurity, procurement, and and long-term fit before a

growth. contract decision.
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EXECUTIVE TECHNOLOGY PARTNER EVALUATION GUIDE / EXECUTIVE BRIEF

WHY THIS WHITEPAPER MATTERS

Executive brief

The wrong IT partner does not fail all at once. They fail in small ways that become expensive:
slow escalation, weak documentation, poor project follow-through, unclear ownership,
inconsistent account management, and reactive security. This guide gives leadership teams a
practical model for evaluating whether a provider can operate as a true technology partner.

Security accountability

Revenue continuity

Downtime, slow response, and repeat problems
directly affect employees, customers, billing, and
delivery.

Execution quality

Projects fail when scope, procurement, staging,
scheduling, and handoff are not managed as one
operating system.

Leadership takeaway: A provider decision is an operating decision that affects reliability,

A provider with weak governance may leave

patching, identity, backups, endpoint protection, and

incident response undefined.

Leadership visibility

Executives need reporting that explains risk,
progress, cost, decisions, and tradeoffs without
technical noise.

security, cost, accountability, and business momentum.

HTG Inc. | Practical technology guidance for business leaders
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COMMON FAILURE PATTERNS

Where organizations lose control

Provider issues rarely appear all at once. They build when ownership, documentation,
escalation, and follow-through are unclear.

What to watch for
* The provider measures ticket closure but not repeat issue reduction, root cause removal, or business impact.
» Escalations depend on heroic individuals instead of a documented service model.
* Projects are sold separately from support, so handoffs break and no one owns the full outcome.
* Security tools exist, but governance, response roles, review cadence, and evidence are not clear.

» Procurement, device standards, and lifecycle planning are treated as afterthoughts.

* The executive sponsor only hears from the provider when something is broken or a renewal is due.

Operational truth: Control is proven by ownership, evidence, escalation, and repeatable
execution - not by activity alone.

Impact if ignored Corrective move

Small gaps become recurring tickets, missed Assign an owner, define the standard, require
handoffs, delayed projects, unclear security evidence, and review progress on a leadership
ownership, and leadership surprises. cadence.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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OPERATING MODEL

The HTG Partner Evaluation Model

A mature approach turns scattered activity into a repeatable system. Use this model to define
ownership, sequence, quality checks, and handoff.

Stabilize Secure Standardize Execute Improve
Inventory the Build the practical Define approved Run projects with Use reporting, QBRs,
environment, reduce security baseline: hardware, network, scope control, staging, roadmaps, lifecycle
recurring issues, identity, endpoint, device, software, scheduling, field planning, and budget
document escalation backups, patching, access, and vendor coordination, quality conversations to keep
paths, and establish a monitoring, user standards so the checks, and post- the environment
clean service baseline. controls, and incident business can scale project handoff. moving forward.
readiness. consistently.

Execution rule: Do not move from one stage to the next until ownership, evidence, and
acceptance criteria are clear.

Own the standard Prove readiness Close the loop
Decide what good looks like Verify facts before scheduling, Document outcomes so support
before work begins. buying, deploying, or closing. and leadership can act.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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STANDARDS THAT MAKE THE WORK REPEATABLE

What good looks like

A professional IT program does not rely on memory or individual heroics. It uses standards
that make quality visible, measurable, and repeatable.

Standard area Practical expectation

Service ownership Clear intake, triage, escalation, SLA logic, root cause tracking, recurring issue reduction,
and executive reporting.

Security baseline MFA, endpoint protection, patching, backup review, monitoring, access review, vendor
controls, and incident playbooks.

Project execution Documented scope, procurement readiness, staging, field coordination, change control,
and acceptance criteria.

Lifecycle planning Asset inventory, warranty visibility, refresh roadmap, standard builds, secure retirement,
and cost forecasting.

Leadership rhythm QBRs that discuss risk, business priorities, roadmap progress, budget, and decisions
needed.

Decision principle: Anything that cannot be documented, repeated, assigned, measured, or
handed off will eventually become support debt.

Documented Measured Owned
The process is written and Leadership can see trend and Someone is accountable for
current. risk. completion.

HTG Inc. | Practical technology guidance for business leaders htginc.com




(‘_}m EXECUTIVE TECHNOLOGY PARTNER EVALUATION GUIDE / IMPLEMENTATION PLAYBOOK

ACTIONS THAT CREATE REAL PROGRESS

Implementation playbook

Use these actions to move from vague concern to a practical operating plan. Each item
should have an owner, due date, and evidence of completion.

Run a provider scorecard before renewal or replacement Q Ask for examples of operating reviews, project plans,

conversations begin. security reports, and escalation documentation.
Separate sales promises from delivery evidence; require Q Review the provider's documentation habits, because
proof of process, not only references. undocumented support does not scale.

Look at procurement and lifecycle handling; device chaos ° Confirm who owns security decisions, who monitors risk,
usually becomes support chaos. and how incidents are handled.

Q Require a clean onboarding plan that includes discovery,
documentation, access, tools, tickets, reporting, and
leadership cadence.

Practical priority: Fix the facts first. Most technology programs improve faster once
inventory, ownership, access, documentation, and acceptance criteria are clean.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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HOW LEADERSHIP SHOULD TRACK IT

Governance and measurement

The right metrics make progress visible. The wrong metrics make a messy environment look
busy. Leadership should track the signals that explain health, risk, and accountability.

Measurement area What to track

Operational health Ticket aging, repeat incidents, SLA performance, escalation patterns, user satisfaction,
problem categories.

Security readiness MFA coverage, endpoint coverage, patch posture, backup status, alert review, access
review, incident exercises.

Project execution Milestone completion, change orders, procurement readiness, field dispatch quality,
acceptance defects.

Lifecycle control Asset accuracy, warranty coverage, aging device count, refresh plan adherence, retired
asset disposition.

Executive value Roadmap completion, risk reduction, budget visibility, business priority alignment, QBR
action closure.

Reporting rule: A leadership report should answer four questions: What changed? What
risk remains? What decision is needed? What happens next?

Executive view Operational view
Show the top risks, blocked work, cost impact, and Show work volume, aging, recurring issues, defects,
decisions due. and ownership.

HTG Inc. | Practical technology guidance for business leaders htginc.com




(‘;)bne EXECUTIVE TECHNOLOGY PARTNER EVALUATION GUIDE / EXECUTIVE DECISION QUESTIONS

USE THESE BEFORE APPROVAL

Executive decision questions

These questions are designed to expose weak assumptions before they become project
delays, support issues, security gaps, budget surprises, or operational risk.

What specific issues will you try to remove in the first 90 Q How do you document the environment, and how often is
days, not just support? that documentation reviewed?
Who owns cybersecurity recommendations, incident Q How do procurement, imaging, staging, and device
escalation, and leadership communication? standards connect to support?

c What does your QBR actually show beyond ticket counts? c How are projects transitioned back into support after

completion?

Q What would cause you to recommend replacing or Q How do you handle multi-site, remote-user, and after-hours

standardizing technology? escalation needs?

What strong answers sound like

Strong answers include ownership, current state, target state, evidence, tradeoffs, timing, dependencies, and the
decision leadership needs to make.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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SCORE HONESTLY BEFORE INVESTING

Readiness scorecard

Rate each area from 1 to 5. A score of 1 means ad hoc and risky. A score of 3 means partially
controlled. A score of 5 means documented, measured, reviewed, and repeatable.

Strategic fit
1 Provider understands business operations, risk
tolerance, and growth plans.

Security maturity
Provider can explain controls, monitoring, response,

and gaps clearly.

Operational discipline
Provider has a documented service model and proves
follow-through.

Project capability
Provider can execute deployments, refreshes, moves,
and multi-site work.

Executive communication
Provider makes technology understandable and
actionable for leadership.

Lifecycle control
Provider helps plan purchases, standards, warranties,

refreshes, and retirement.

Scoring rule: The overall score is not the average. The weakest critical area usually defines
the real risk.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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TURN THE GUIDE INTO MOVEMENT

30/60/90 action plan

A useful whitepaper should turn into execution. This plan gives leadership a practical starting
point for improving control without overcomplicating the first step.

Days 1-30 Days 31-60 Days 61-90

Discovery, access cleanup, Issue reduction plan, security gap Roadmap, budget model, project
documentation, ticket review, tool priorities, procurement standards, backlog, recurring review rhythm,
coverage check, backup and lifecycle inventory, leadership measurable improvement targets.
endpoint baseline. reporting cadence.

How HTG applies this in the real world

HTG helps organizations turn technology priorities into executable work: assessments, procurement, staging,
managed services, cybersecurity readiness, lifecycle visibility, field execution, infrastructure projects, and leadership

reporting.

Ready to turn this into a practical operating plan?
TALK WITH HTG

Use this guide as the starting point for a focused review of your
environment, risk, priorities, projects, and next decisions.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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ACCURACY AND PRACTICAL USE

Source-grounded notes and reference basis

This whitepaper is written for executive planning and practical operations. It uses recognized
public guidance as a foundation where security, continuity, privacy, data protection, incident
response, media sanitization, healthcare, financial safeguards, or payment security concepts
are discussed.

* NIST CSF 2.0: National Institute of Standards and Technology, The NIST Cybersecurity Framework (CSF) 2.0, NIST CSWP 29, February
2024. https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final

* CISA CPG 2.0: Cybersecurity and Infrastructure Security Agency, Cross-Sector Cybersecurity Performance Goals 2.0. https://www.cisa.gov/
cybersecurity-performance-goals-2-0-cpg-2-0

« CIS Controls v8.1: Center for Internet Security, CIS Critical Security Controls Version 8.1. https://www.cisecurity.org/controls/v8-1

* NIST IR: National Institute of Standards and Technology, SP 800-61 Rev. 3, Incident Response Recommendations and Considerations.
https://csrc.nist.gov/pubs/sp/800/61/r3/final

* NIST Contingency: National Institute of Standards and Technology, SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information
Systems. https://csrc.nist.gov/pubs/sp/800/34/r1/updl/final

Important: This guide is business guidance, not legal, compliance, insurance, or audit
advice. Requirements vary by environment, contract, industry, cyber-insurance policy, and
regulator. Use it to improve planning, then confirm obligations with the appropriate counsel,
auditor, carrier, or compliance owner.

HTG closing standard

The best technology work is not merely installed. It is documented, governed, supported, measured, and improved.

HTG Inc. | Practical technology guidance for business leaders htginc.com



PROCUREMENT PLAYBOOK

IT Procurement Readiness

Playbook

A practical operating model for sourcing, imaging, staging, kitting,
warehousing, shipping, and handing off technology before deployment

begins.

WHITEPAPER 02

BUILT FOR

Operations leaders, IT managers,
purchasing teams, project owners,
finance leaders, and multi-location
organizations.

OUTCOME

A procurement process that reduces
deployment delays, eliminates device
chaos, and creates a cleaner handoff
into support.

USE THIS WHEN

Procurement, staging,
imaging, kitting, or
shipping needs to support
a rollout without last-
minute device chaos.
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WHY THIS WHITEPAPER MATTERS

Executive brief

Procurement is not just buying hardware. It is the front end of deployment quality. When
sourcing, standards, imaging, labeling, asset capture, shipping, and acceptance are not
controlled, projects stall and support teams inherit avoidable problems. This playbook shows
what mature IT procurement looks like.

Deployment speed Support quality

Late hardware, incomplete accessories, and missing Unstandardized devices create inconsistent
configuration details can delay openings, troubleshooting, warranty confusion, and longer
onboarding, and refreshes. ticket resolution.

Security baseline Budget control

Devices should arrive with approved builds, endpoint Without standards and lifecycle planning, urgent
protection, encryption, identity controls, and purchases become more expensive than planned
documented ownership. procurement.

Leadership takeaway: Procurement is not just purchasing. It is the front end of deployment
quality, security, and schedule control.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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COMMON FAILURE PATTERNS

Where organizations lose control

Procurement problems become project delays when standards, lead times, accessories,
imaging, and ownership are not defined early.

What to watch for
* Purchasing decisions are made by price alone, without considering supportability, warranty, compatibility, or availability.
* Devices arrive at the user or site without imaging, asset tags, labels, shipping records, or setup instructions.
* Accessories, docks, monitors, cables, mounts, and peripherals are forgotten until installation day.
* Asset data is captured after deployment, if at all, which weakens warranty, support, and lifecycle planning.

» Procurement and field services are separated, so no one verifies site readiness before equipment ships.

« Old equipment is not retired securely, creating storage, data, and compliance risk.

Operational truth: A device is not ready because it arrived. It is ready when it is
standardized, documented, configured, tagged, and tied to a deployment plan.

Impact if ignored Corrective move

Small gaps become recurring tickets, missed Assign an owner, define the standard, require
handoffs, delayed projects, unclear security evidence, and review progress on a leadership
ownership, and leadership surprises. cadence.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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OPERATING MODEL

IT PROCUREMENT READINESS PLAYBOOK / OPERATING MODEL

The Procurement-to-Deployment Control Model

A mature approach turns scattered activity into a repeatable system. Use this model to define
ownership, sequence, quality checks, and handoff.

Standardize

Define approved
device models,
accessories, warranty
levels, operating
images, labels, and

security requirements.

Source

Check availability, lead
times, vendor options,
pricing, substitutions,
compatibility, and
shipping constraints.

Stage

Image, configure,
patch, enroll, protect,
label, asset tag, test,
and document each
device before release.

Kit

Bundle devices with
correct accessories,
cables, credentials, site
instructions, return
labels, and install
notes.

Ship + handoff

Track shipments, verify
receipt, update asset
records, and hand off
to field/support teams
with acceptance
criteria.

Execution rule: Do not move from one stage to the next until ownership, evidence, and
acceptance criteria are clear.

Own the standard

Decide what good looks like
before work begins.

HTG Inc. | Practical technology guidance for business leaders

Prove readiness

Verify facts before scheduling,
buying, deploying, or closing.

Close the loop

Document outcomes so support
and leadership can act.

htginc.com
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STANDARDS THAT MAKE THE WORK REPEATABLE

What good looks like

A professional IT program does not rely on memory or individual heroics. It uses standards
that make quality visible, measurable, and repeatable.

Standard area Practical expectation

Approved catalog Standard laptops, desktops, monitors, printers, network equipment, POS devices,
phones, and accessories.

Procurement controls Lead-time tracking, substitution rules, purchase approval, warranty level, serial capture,
and receiving verification.

Staging standards Image/build checklist, endpoint protection, encryption, patching, user profile preparation,
and test sign-off.

Kitting accuracy Site/user bundles with every required item, labels, cables, mounts, power, and
instructions.
Lifecycle linkage Every purchase updates asset inventory, warranty status, assignment, refresh cycle, and

retirement path.

Decision principle: Anything that cannot be documented, repeated, assigned, measured, or
handed off will eventually become support debt.

Documented Measured Owned
The process is written and Leadership can see trend and Someone is accountable for
current. risk. completion.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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ACTIONS THAT CREATE REAL PROGRESS

Implementation playbook

Use these actions to move from vague concern to a practical operating plan. Each item
should have an owner, due date, and evidence of completion.

Q Create a standard catalog before the next urgent request Q Separate “must match” requirements from acceptable

arrives. substitutions to avoid preventable delays.

Q Require serial number, warranty, location, assigned user, Q Build a staging checklist for imaging, endpoint protection,
purchase date, and configuration status before encryption, updates, local policies, and acceptance testing.
deployment.

Kit by user, site, or deployment wave so field teams do not c Use receiving and shipping verification to avoid silent
assemble the project onsite. losses and wrong-site deliveries.

Connect procurement to ITAD so replaced devices are
collected, sanitized, and documented instead of stored
indefinitely.

Practical priority: Fix the facts first. Most technology programs improve faster once
inventory, ownership, access, documentation, and acceptance criteria are clean.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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HOW LEADERSHIP SHOULD TRACK IT

Governance and measurement

The right metrics make progress visible. The wrong metrics make a messy environment look
busy. Leadership should track the signals that explain health, risk, and accountability.

Measurement area What to track

Lead-time health Average quote-to-order time, order-to-receipt time, backorder rate, substitution rate.

Staging quality Image pass rate, first-boot failure rate, missing accessory count, acceptance defects.

Deployment readiness On-time kit completion, shipment accuracy, site receipt confirmation, install-day exceptions.

Asset control Serial capture accuracy, assigned-user accuracy, warranty coverage, inventory variance.

Cost control Em_ergency purchase rate, non-standard purchase rate, freight exception cost, refresh plan
variance.

Reporting rule: A leadership report should answer four questions: What changed? What
risk remains? What decision is needed? What happens next?

Executive view Operational view
Show the top risks, blocked work, cost impact, and Show work volume, aging, recurring issues, defects,
decisions due. and ownership.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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USE THESE BEFORE APPROVAL

Executive decision questions

These questions are designed to expose weak assumptions before they become project
delays, support issues, security gaps, budget surprises, or operational risk.

What device standards are approved, and who owns Q What must be configured before the device reaches the
exceptions? user or site?
What data must be captured before the device is Q Who confirms that accessories, cables, mounts, and
considered ready? peripherals are included?
How are substitutions approved when the preferred model c How does procurement update asset inventory and
is unavailable? lifecycle planning?

Q What happens to retired equipment, and how is data Q How does the field team receive deployment-ready
sanitization documented? instructions?

What strong answers sound like

Strong answers include ownership, current state, target state, evidence, tradeoffs, timing, dependencies, and the
decision leadership needs to make.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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SCORE HONESTLY BEFORE INVESTING

Readiness scorecard

IT PROCUREMENT READINESS PLAYBOOK / READINESS SCORECARD

Rate each area from 1 to 5. A score of 1 means ad hoc and risky. A score of 3 means partially
controlled. A score of 5 means documented, measured, reviewed, and repeatable.

Catalog maturity
1 Approved standards exist for devices, networking,

peripherals, and accessories.

Staging quality
Devices are prepared, protected, labeled, and tested

before release.

Inventory accuracy
Asset data is captured at purchase and maintained

through retirement.

Sourcing discipline
Lead times, substitutions, vendor options, and
approvals are controlled.

Kitting precision
Equipment arrives complete, organized, and matched
to the right user or site.

Deployment handoff
Support and field teams receive the information
needed to execute cleanly.

Scoring rule: The overall score is not the average. The weakest critical area usually defines

the real risk.

HTG Inc. | Practical technology guidance for business leaders
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TURN THE GUIDE INTO MOVEMENT

30/60/90 action plan

A useful whitepaper should turn into execution. This plan gives leadership a practical starting
point for improving control without overcomplicating the first step.

Days 1-30 Days 31-60 Days 61-90

Inventory current standards, Build approved catalog, staging Pilot the model on one rollout or
vendors, device types, warranties, checklist, asset capture refresh, measure defects, adjust
procurement pain points, and urgent requirements, kitting workflow, and standards, and publish the ongoing
gaps. exception rules. process.

How HTG applies this in the real world

HTG helps organizations turn technology priorities into executable work: assessments, procurement, staging,
managed services, cybersecurity readiness, lifecycle visibility, field execution, infrastructure projects, and leadership

reporting.

Ready to turn this into a practical operating plan?
TALK WITH HTG

Use this guide as the starting point for a focused review of your
environment, risk, priorities, projects, and next decisions.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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ACCURACY AND PRACTICAL USE

Source-grounded notes and reference basis

This whitepaper is written for executive planning and practical operations. It uses recognized
public guidance as a foundation where security, continuity, privacy, data protection, incident
response, media sanitization, healthcare, financial safeguards, or payment security concepts
are discussed.

 CIS Controls v8.1: Center for Internet Security, CIS Critical Security Controls Version 8.1. https://www.cisecurity.org/controls/v8-1

* NIST CSF 2.0: National Institute of Standards and Technology, The NIST Cybersecurity Framework (CSF) 2.0, NIST CSWP 29, February
2024. https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final

* NIST Sanitization: National Institute of Standards and Technology, SP 800-88 Rev. 2, Guidelines for Media Sanitization, September 2025.
https://csrc.nist.gov/pubs/sp/800/88/r2/final

« CISA CPG 2.0: Cybersecurity and Infrastructure Security Agency, Cross-Sector Cybersecurity Performance Goals 2.0. https://www.cisa.gov/
cybersecurity-performance-goals-2-0-cpg-2-0

Important: This guide is business guidance, not legal, compliance, insurance, or audit
advice. Requirements vary by environment, contract, industry, cyber-insurance policy, and
regulator. Use it to improve planning, then confirm obligations with the appropriate counsel,
auditor, carrier, or compliance owner.

HTG closing standard

The best technology work is not merely installed. It is documented, governed, supported, measured, and improved.
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MULTI-SITE BLUEPRINT

Multi-Site IT Rollout

Blueprint

A field-tested framework for standardizing technology across retail,

healthcare, hospitality, branch offices, and distributed teams.

WHITEPAPER 03

BUILT FOR

COOs, IT leaders, operations teams,
project managers, real estate teams,
and multi-location organizations.

OUTCOME

A repeatable rollout model that
reduces launch risk, supports site
consistency, and improves the
handoff from project delivery to
ongoing support.

USE THIS WHEN

Multiple locations need a
repeatable rollout model
for networks, devices,
users, vendors, and
onsite coordination.
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WHY THIS WHITEPAPER MATTERS

Executive brief

Multi-site technology work is where weak process becomes visible. One site can be handled
with improvisation. Ten, fifty, or hundreds of sites require standards, site readiness,
procurement control, field coordination, and a support model that survives opening day.

Brand consistency Opening readiness

Users and customers should not feel different A site cannot operate cleanly if internet, Wi-Fi, POS,
technology performance from one location to the printers, endpoints, cameras, or access are

next. unfinished.

Cost control Support continuity

Rework, missed shipments, wrong equipment, failed Every deployed site must become supportable
dispatches, and vague scope turn rollouts into immediately after launch.

expensive cleanup.

Leadership takeaway: A rollout succeeds when every site follows the same operating
standard while still allowing for local conditions.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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COMMON FAILURE PATTERNS

Where organizations lose control

Multi-site failures usually come from inconsistent site readiness, unclear handoffs, missing
dependencies, or uneven support after launch.

What to watch for
 Each location is treated as a unique project, even when standardization would reduce cost and risk.
» Site surveys are skipped, so cabling, power, mounting, ISP, and access issues appear during installation.

» Procurement, staging, and dispatch are not connected, causing field teams to arrive without the right equipment or
instructions.

* The rollout plan does not account for site hours, landlord rules, construction readiness, or local access restrictions.

» Post-launch support does not receive diagrams, device records, vendor contacts, or known exceptions.

* There is no command center for decisions, escalations, and daily rollout visibility.

Operational truth: Scale requires repeatability. If each location is treated as a custom
project, cost, risk, and delays multiply.

Impact if ignored Corrective move

Small gaps become recurring tickets, missed Assign an owner, define the standard, require
handoffs, delayed projects, unclear security evidence, and review progress on a leadership
ownership, and leadership surprises. cadence.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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OPERATING MODEL

The Multi-Site Rollout Operating System

A mature approach turns scattered activity into a repeatable system. Use this model to define
ownership, sequence, quality checks, and handoff.

Define the Validate each site Prepare the kit Execute the wave Transition to
standard ) ) ) ) support

Confirm ISP, power, Stage and ship Coordinate field
Create the reference cabling, racks, complete, labeled dispatch, remote Update documentation,
design for network, Wi- mounting, access, equipment bundles support, vendor timing, inventory, diagrams,
Fi, POS, printers, hours, safety matched to site scope acceptance testing, credentials, warranty
endpoints, security, requirements, and local and install sequence. and issue escalation. details, and post-
labeling, and constraints. launch punch list
documentation. ownership.

Execution rule: Do not move from one stage to the next until ownership, evidence, and
acceptance criteria are clear.

Own the standard Prove readiness Close the loop
Decide what good looks like Verify facts before scheduling, Document outcomes so support
before work begins. buying, deploying, or closing. and leadership can act.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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STANDARDS THAT MAKE THE WORK REPEATABLE

What good looks like

A professional IT program does not rely on memory or individual heroics. It uses standards
that make quality visible, measurable, and repeatable.

Standard area Practical expectation
Reference architecture Standard network, Wi-Fi, firewall, switch, POS, printer, endpoint, and security patterns.
Site readiness packet Photos, floor plan, ISP status, power/cabling notes, rack/closet details, access rules, and

local contact.

Wave planning Deployment sequence, dependencies, staffing, shipping windows, cutover timing,
blackout periods, and escalation paths.

Install quality Labeling, cable management, configuration validation, signal checks, speed testing,
device acceptance, and photos.

Support handoff Asset records, topology, credentials/contacts, known exceptions, warranty data, and
open punch items.

Decision principle: Anything that cannot be documented, repeated, assigned, measured, or
handed off will eventually become support debt.

Documented Measured Owned
The process is written and Leadership can see trend and Someone is accountable for
current. risk. completion.

HTG Inc. | Practical technology guidance for business leaders htginc.com




OHTG MULTI-SITE IT ROLLOUT BLUEPRINT / IMPLEMENTATION PLAYBOOK

ACTIONS THAT CREATE REAL PROGRESS

Implementation playbook

Use these actions to move from vague concern to a practical operating plan. Each item
should have an owner, due date, and evidence of completion.

Build one standard site model before trying to scale across Create a site-readiness checklist that must be completed
many locations. before scheduling field work.

Use wave groups so lessons from early sites improve later Q Stage and kit equipment by site, not by product type, to
deployment waves. reduce install confusion.

Run a daily rollout command rhythm for decisions, c Require acceptance testing before the site is considered
blockers, and escalation. complete.

Q Move completed sites into the support model with
documentation, not memory.

Practical priority: Fix the facts first. Most technology programs improve faster once
inventory, ownership, access, documentation, and acceptance criteria are clean.

HTG Inc. | Practical technology guidance for business leaders htginc.com



(‘;)bne MULTI-SITE IT ROLLOUT BLUEPRINT / GOVERNANCE AND MEASUREMENT

HOW LEADERSHIP SHOULD TRACK IT

Governance and measurement

The right metrics make progress visible. The wrong metrics make a messy environment look
busy. Leadership should track the signals that explain health, risk, and accountability.

Measurement area What to track

Readiness Sites cleared for install, ISP readiness, power/cabling readiness, missing information count.

Execution First-visit completion rate, field re-dispatch rate, acceptance defect count, install duration.

Quality Wi-Fi validation, speed test results, POS/printer pass rate, labeling/photo completion.

Handoff Documentation completion, asset accuracy, open punch items, support escalations after
launch.

Program health Wave velocity, blocker aging, change order count, budget variance, leadership status
accuracy.

Reporting rule: A leadership report should answer four questions: What changed? What
risk remains? What decision is needed? What happens next?

Executive view Operational view
Show the top risks, blocked work, cost impact, and Show work volume, aging, recurring issues, defects,
decisions due. and ownership.
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QH'!'G MULTI-SITE IT ROLLOUT BLUEPRINT / EXECUTIVE DECISION QUESTIONS

USE THESE BEFORE APPROVAL

Executive decision questions

These questions are designed to expose weak assumptions before they become project
delays, support issues, security gaps, budget surprises, or operational risk.

What is the standard site design, and what can vary by site Q What must be verified before field work is scheduled?

type?
Who owns ISP readiness, construction dependencies, Q What equipment is staged, shipped, and labeled before
access, and local coordination? install day?

c What tests prove the site is ready for business operations? c How are exceptions documented so support is not
surprised later?

Q What is the escalation path during active rollout waves? Q What documentation is required before the project is
closed?

What strong answers sound like

Strong answers include ownership, current state, target state, evidence, tradeoffs, timing, dependencies, and the
decision leadership needs to make.
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OHTG MULTI-SITE IT ROLLOUT BLUEPRINT / READINESS SCORECARD

SCORE HONESTLY BEFORE INVESTING

Readiness scorecard

Rate each area from 1 to 5. A score of 1 means ad hoc and risky. A score of 3 means partially
controlled. A score of 5 means documented, measured, reviewed, and repeatable.

Standard design
1 A repeatable technology pattern exists for each site

type.

Deployment control
Kits, dispatch, remote support, and vendors are

coordinated in one plan.

Site readiness
Field work is scheduled only after prerequisites are
verified.

Quality assurance
Acceptance testing proves operational readiness
before closure.

Executive visibility
Leadership can see progress, blockers, cost impact,
and risk by wave/site.

Handoff strength
Support receives documentation and ownership of

remaining issues.

Scoring rule: The overall score is not the average. The weakest critical area usually defines
the real risk.
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OHTG MULTI-SITE IT ROLLOUT BLUEPRINT / 30/60/90 ACTION PLAN

TURN THE GUIDE INTO MOVEMENT

30/60/90 action plan

A useful whitepaper should turn into execution. This plan gives leadership a practical starting
point for improving control without overcomplicating the first step.

Days 1-30 Days 31-60 Days 61-90

Define site types, standard Pilot first wave, verify dispatch and Scale rollout waves, publish
architecture, readiness checklist, remote support model, capture reporting cadence, enforce

asset data model, and defects, refine kit and testing acceptance standards, and transition
documentation package. process. completed sites to support.

How HTG applies this in the real world

HTG helps organizations turn technology priorities into executable work: assessments, procurement, staging,
managed services, cybersecurity readiness, lifecycle visibility, field execution, infrastructure projects, and leadership

reporting.

Ready to turn this into a practical operating plan?
TALK WITH HTG

Use this guide as the starting point for a focused review of your
environment, risk, priorities, projects, and next decisions.
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OH'!'G MULTI-SITE IT ROLLOUT BLUEPRINT / SOURCE NOTES

ACCURACY AND PRACTICAL USE

Source-grounded notes and reference basis

This whitepaper is written for executive planning and practical operations. It uses recognized
public guidance as a foundation where security, continuity, privacy, data protection, incident
response, media sanitization, healthcare, financial safeguards, or payment security concepts
are discussed.

* NIST CSF 2.0: National Institute of Standards and Technology, The NIST Cybersecurity Framework (CSF) 2.0, NIST CSWP 29, February
2024. https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final

« CIS Controls v8.1: Center for Internet Security, CIS Critical Security Controls Version 8.1. https://www.cisecurity.org/controls/v8-1

* CISA CPG 2.0: Cybersecurity and Infrastructure Security Agency, Cross-Sector Cybersecurity Performance Goals 2.0. https://www.cisa.gov/
cybersecurity-performance-goals-2-0-cpg-2-0

* PCI SSC: PCI Security Standards Council, PCI data security standards and merchant resources. https://www.pcisecuritystandards.org/

Important: This guide is business guidance, not legal, compliance, insurance, or audit
advice. Requirements vary by environment, contract, industry, cyber-insurance policy, and
regulator. Use it to improve planning, then confirm obligations with the appropriate counsel,
auditor, carrier, or compliance owner.

HTG closing standard

The best technology work is not merely installed. It is documented, governed, supported, measured, and improved.
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SECURITY CHECKLIST

Cybersecurity Readiness

Checklist

A leadership-level checklist for reducing exposure across identity,
endpoints, email, backups, vendors, users, monitoring, and incident

response.

WHITEPAPER 04

BUILT FOR

Business owners, executives, IT
leaders, compliance owners, and
organizations preparing for cyber
insurance, audits, or growth.

OUTCOME

A practical security baseline that
helps leadership understand what is
working, what is missing, and what
needs priority attention.

USE THIS WHEN

Leadership needs a
practical security baseline
for risk reviews, cyber
insurance, audits, or
board-level visibility.



OHTG CYBERSECURITY READINESS CHECKLIST / EXECUTIVE BRIEF

WHY THIS WHITEPAPER MATTERS

Executive brief

Cybersecurity readiness is not the same as buying tools. Mature organizations know who has
access, what devices exist, which systems matter, how alerts are reviewed, whether backups
recover, and what happens during an incident. This checklist turns security into a clear

operating discipline.

Business continuity Regulatory exposure

Ransomware, credential theft, data loss, and system Healthcare, finance, payment, and public sector
outages can stop operations, billing, service delivery, environments often have formal safeguard, privacy,
and communications. or evidence expectations.

Insurance pressure Leadership accountability
Cyber-insurance applications increasingly ask Executives need a prioritized risk picture, not
specific questions about MFA, backups, EDR, scattered tool screenshots.

patching, access, training, and incident response.

Leadership takeaway: Cybersecurity readiness is an operating discipline that connects
identity, endpoint, email, backup, monitoring, policy, and response.
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OHTG CYBERSECURITY READINESS CHECKLIST / FAILURE PATTERNS

COMMON FAILURE PATTERNS

Where organizations lose control

Security risk grows when basic controls are incomplete, unverified, or split across owners with
no shared evidence.

What to watch for

* MFA is enabled for some users but not enforced consistently across email, remote access, admin accounts, and cloud
apps.

» Endpoints are protected, but coverage gaps exist for old devices, remote users, servers, or personally assigned
equipment.

» Backups exist but are not regularly tested for restoration, ransomware resilience, retention, and recovery time.

» Administrators use shared accounts, excessive permissions, stale access, or unmanaged vendor credentials.

* Security alerts are generated but not owned, reviewed, escalated, and documented.

* The incident response plan exists as a file, not as a rehearsed operational process.

Operational truth: Security control is not a product count. It is the ability to prove coverage,
ownership, monitoring, response, and recovery.

Impact if ignored Corrective move

Small gaps become recurring tickets, missed Assign an owner, define the standard, require
handoffs, delayed projects, unclear security evidence, and review progress on a leadership
ownership, and leadership surprises. cadence.

HTG Inc. | Practical technology guidance for business leaders htginc.com



OHTG CYBERSECURITY READINESS CHECKLIST / OPERATING MODEL

OPERATING MODEL

The Practical Cybersecurity Baseline

A mature approach turns scattered activity into a repeatable system. Use this model to define
ownership, sequence, quality checks, and handoff.

Identify Protect Detect Respond Recover

Know assets, users, Apply MFA, least Monitor endpoints, Define roles, Validate backups,

critical systems, data privilege, endpoint identities, email, critical escalation, restore priorities,

flows, vendors, protection, patching, logs, suspicious containment, recovery objectives,

dependencies, and secure configuration, behavior, and high-risk communications, post-incident lessons,

business impact. backup controls, and changes. evidence handling, and and business continuity
user safeguards. decision authority. actions.

Execution rule: Do not move from one stage to the next until ownership, evidence, and
acceptance criteria are clear.

Own the standard Prove readiness Close the loop
Decide what good looks like Verify facts before scheduling, Document outcomes so support
before work begins. buying, deploying, or closing. and leadership can act.
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OHTG CYBERSECURITY READINESS CHECKLIST / WHAT GOOD LOOKS LIKE

STANDARDS THAT MAKE THE WORK REPEATABLE

What good looks like

A professional IT program does not rely on memory or individual heroics. It uses standards
that make quality visible, measurable, and repeatable.

Standard area Practical expectation

Identity security MFA, conditional access, privileged account control, stale-account removal, vendor
access review.

Endpoint security EDR/MDR coverage, encryption, patching, device inventory, remote wipe, standard
builds, local admin control.

Email security Phishing controls, domain protection, user training, reporting process, suspicious
message review.

Backup resilience Immutable or protected backups where appropriate, restore tests, retention policy,
documented recovery priorities.

Incident readiness Playbooks, contact list, escalation rules, legal/insurance notification pathway, tabletop
exercises.

Decision principle: Anything that cannot be documented, repeated, assigned, measured, or
handed off will eventually become support debt.

Documented Measured Owned
The process is written and Leadership can see trend and Someone is accountable for
current. risk. completion.
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(‘_}bﬂG CYBERSECURITY READINESS CHECKLIST / IMPLEMENTATION PLAYBOOK

ACTIONS THAT CREATE REAL PROGRESS

Implementation playbook

Use these actions to move from vague concern to a practical operating plan. Each item
should have an owner, due date, and evidence of completion.

Start with identity and access because stolen credentials Q Measure endpoint coverage by actual device inventory, not

are a common path into business systems. by purchased licenses.

Q Test restoration from backup before assuming the business Q Document business-critical systems and decide restoration
can recover. priority before an incident.
Review administrator, vendor, and service accounts on a ° Build a simple incident response plan that names decision-
recurring schedule. makers and actions, not just theory.

Use leadership reporting that shows risk, gaps, progress,
and decisions needed.

Practical priority: Fix the facts first. Most technology programs improve faster once
inventory, ownership, access, documentation, and acceptance criteria are clean.
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C)bne CYBERSECURITY READINESS CHECKLIST / GOVERNANCE AND MEASUREMENT

HOW LEADERSHIP SHOULD TRACK IT

Governance and measurement

The right metrics make progress visible. The wrong metrics make a messy environment look
busy. Leadership should track the signals that explain health, risk, and accountability.

Measurement area What to track

Identity MFA coverage, admin account count, stale account count, privileged access review
completion.

Endpoint EDR coverage, encryption coverage, patch compliance, unsupported OS/device count.

Backup Successful backup rate, restore test frequency, recovery point/time objective fit, backup
isolation.

Detection Alert review time, escalated event count, unresolved high-risk alerts, log source coverage.

Response Tabletop completion, playbook freshness, contact list accuracy, incident lessons closed.

Reporting rule: A leadership report should answer four questions: What changed? What
risk remains? What decision is needed? What happens next?

Executive view Operational view
Show the top risks, blocked work, cost impact, and Show work volume, aging, recurring issues, defects,
decisions due. and ownership.

HTG Inc. | Practical technology guidance for business leaders htginc.com




QH'!'G CYBERSECURITY READINESS CHECKLIST / EXECUTIVE DECISION QUESTIONS

USE THESE BEFORE APPROVAL

Executive decision questions

These questions are designed to expose weak assumptions before they become project
delays, support issues, security gaps, budget surprises, or operational risk.

Is MFA enforced for all users, admins, remote access, Q Do we know every endpoint, server, mobile device, and
email, and critical cloud systems? unmanaged device in the environment?

Can we prove backups restore the systems that matter Q Who can approve containment, shutdown, legal notice,
most? customer communication, and vendor escalation?

Are vendors and service accounts reviewed for access and c How fast are critical alerts reviewed, and who owns

necessity? escalation?
Q What security evidence can we produce for insurance, Q What are the top five risks leadership needs to fund or
audit, or customer requests? accept?

What strong answers sound like

Strong answers include ownership, current state, target state, evidence, tradeoffs, timing, dependencies, and the
decision leadership needs to make.
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OHTG

SCORE HONESTLY BEFORE INVESTING

Readiness scorecard

CYBERSECURITY READINESS CHECKLIST / READINESS SCORECARD

Rate each area from 1 to 5. A score of 1 means ad hoc and risky. A score of 3 means partially
controlled. A score of 5 means documented, measured, reviewed, and repeatable.

Identity hardening
1 MFA, least privilege, and access reviews are enforced

and documented.

Backup readiness
Backups are protected, monitored, and tested against

real recovery needs.

Incident response
Roles, decisions, communications, containment, and

recovery are rehearsed.

Endpoint control
Devices are inventoried, protected, patched,
encrypted, and supportable.

Detection maturity
Alerts are reviewed, triaged, escalated, and tied to
response actions.

Governance
Leadership receives clear reporting and makes risk-
based decisions.

Scoring rule: The overall score is not the average. The weakest critical area usually defines

the real risk.
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OHTG CYBERSECURITY READINESS CHECKLIST / 30/60/90 ACTION PLAN

TURN THE GUIDE INTO MOVEMENT

30/60/90 action plan

A useful whitepaper should turn into execution. This plan gives leadership a practical starting
point for improving control without overcomplicating the first step.

Days 1-30 Days 31-60 Days 61-90

Validate MFA, admin accounts, Close high-risk identity gaps, Run a tabletop, finalize playbooks,
endpoint coverage, backup status, improve endpoint/patch coverage, create leadership dashboard, and
critical systems, and security tool test restores, and draft incident build the next risk-reduction
ownership. roles. roadmap.

How HTG applies this in the real world

HTG helps organizations turn technology priorities into executable work: assessments, procurement, staging,
managed services, cybersecurity readiness, lifecycle visibility, field execution, infrastructure projects, and leadership

reporting.

Ready to turn this into a practical operating plan?
TALK WITH HTG

Use this guide as the starting point for a focused review of your
environment, risk, priorities, projects, and next decisions.
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OHTG CYBERSECURITY READINESS CHECKLIST / SOURCE NOTES

ACCURACY AND PRACTICAL USE

Source-grounded notes and reference basis

This whitepaper is written for executive planning and practical operations. It uses recognized
public guidance as a foundation where security, continuity, privacy, data protection, incident
response, media sanitization, healthcare, financial safeguards, or payment security concepts
are discussed.

* NIST CSF 2.0: National Institute of Standards and Technology, The NIST Cybersecurity Framework (CSF) 2.0, NIST CSWP 29, February
2024. https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final

* CISA CPG 2.0: Cybersecurity and Infrastructure Security Agency, Cross-Sector Cybersecurity Performance Goals 2.0. https://www.cisa.gov/
cybersecurity-performance-goals-2-0-cpg-2-0

« CIS Controls v8.1: Center for Internet Security, CIS Critical Security Controls Version 8.1. https://www.cisecurity.org/controls/v8-1

* NIST IR: National Institute of Standards and Technology, SP 800-61 Rev. 3, Incident Response Recommendations and Considerations.
https://csrc.nist.gov/pubs/sp/800/61/r3/final

* NIST Contingency: National Institute of Standards and Technology, SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information
Systems. https://csrc.nist.gov/pubs/sp/800/34/r1/updl/final

Important: This guide is business guidance, not legal, compliance, insurance, or audit
advice. Requirements vary by environment, contract, industry, cyber-insurance policy, and
regulator. Use it to improve planning, then confirm obligations with the appropriate counsel,
auditor, carrier, or compliance owner.

HTG closing standard

The best technology work is not merely installed. It is documented, governed, supported, measured, and improved.

HTG Inc. | Practical technology guidance for business leaders htginc.com



LIFECYCLE GUIDE

IT Lifecycle Management
Cost-Control Guide

How to reduce hidden technology cost from purchase through support,
refresh, recovery, retirement, and secure disposition.

WHITEPAPER 05

BUILT FOR
CFOs, COQOs, IT leaders,

procurement teams, finance teams,

and organizations with distributed
assets or aging equipment.

OUTCOME

A lifecycle operating model that
improves budget visibility, reduces
avoidable support cost, and lowers

security risk from unmanaged assets.

USE THIS WHEN

Assets, warranties,
refresh cycles, budgets,
support costs, and
retirement planning need
tighter control.



C)bne IT LIFECYCLE MANAGEMENT COST-CONTROL GUIDE / EXECUTIVE BRIEF

WHY THIS WHITEPAPER MATTERS

Executive brief

Technology gets expensive when it is unmanaged between purchase and retirement. Old
devices increase ticket volume. Unknown assets weaken security. Missing warranty data
slows replacement. Poor retirement practices create storage and data exposure. Lifecycle
management turns technology from a pile of equipment into a controlled business system.

Hidden support cost Security exposure

Aging and inconsistent devices create more tickets, Unknown, unsupported, or unpatched assets are
slower troubleshooting, and user frustration. harder to protect and monitor.

Budget surprises Data risk

Without lifecycle visibility, replacements happen as Retired assets may still hold sensitive information if
emergencies instead of planned refreshes. sanitization and disposition are not controlled.

Leadership takeaway: Lifecycle management gives leadership a practical way to connect
technology cost, reliability, security, and refresh planning.
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ﬁ;)H!'e IT LIFECYCLE MANAGEMENT COST-CONTROL GUIDE / FAILURE PATTERNS

COMMON FAILURE PATTERNS

Where organizations lose control

Lifecycle costs increase when devices are purchased, supported, refreshed, and retired
without one consistent operating model.

What to watch for
* Asset inventory only reflects purchases, not what is actually assigned, in use, stored, retired, or missing.

* Refresh decisions are made when devices fail instead of when risk, warranty, performance, and supportability indicate
replacement.

* Old equipment is kept in closets without ownership, data status, or retirement documentation.

» Warranty and support entittement information is unavailable during incidents.

» No one can explain device cost by department, location, user type, or lifecycle stage.

» Procurement and support data are not connected, so lifecycle planning is manual and reactive.

Operational truth: The cost of an asset is not just the purchase price. It includes support
effort, risk, downtime, warranty gaps, and retirement.

Impact if ignored Corrective move

Small gaps become recurring tickets, missed Assign an owner, define the standard, require
handoffs, delayed projects, unclear security evidence, and review progress on a leadership
ownership, and leadership surprises. cadence.
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C)m IT LIFECYCLE MANAGEMENT COST-CONTROL GUIDE / OPERATING MODEL

OPERATING MODEL

The Purchase-to-Retirement Lifecycle Model

A mature approach turns scattered activity into a repeatable system. Use this model to define
ownership, sequence, quality checks, and handoff.

Plan Procure Deploy Operate Retire
Define standards, Source approved Stage, tag, assign, Monitor health, Recover, sanitize,
refresh cycles, security assets with serial configure, protect, incidents, patching, document, recycle/
requirements, warranty capture, warranty data, document, and hand support burden, user resell/dispose, and
levels, and budget purchase details, and off assets into support. fit, and warranty status. close the asset record.
assumptions. assigned lifecycle

metadata.

Execution rule: Do not move from one stage to the next until ownership, evidence, and
acceptance criteria are clear.

Own the standard Prove readiness Close the loop
Decide what good looks like Verify facts before scheduling, Document outcomes so support
before work begins. buying, deploying, or closing. and leadership can act.
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(‘;)bne IT LIFECYCLE MANAGEMENT COST-CONTROL GUIDE / WHAT GOOD LOOKS LIKE

STANDARDS THAT MAKE THE WORK REPEATABLE

What good looks like

A professional IT program does not rely on memory or individual heroics. It uses standards
that make quality visible, measurable, and repeatable.

Standard area Practical expectation

Asset accuracy Serial number, assigned user/location, warranty, status, configuration, security coverage,
and lifecycle stage.

Refresh rules Replacement triggers based on age, warranty, performance, support burden, operating
system status, and risk.

Support insight Ticket patterns identify devices or models that cost more to support than they are worth
keeping.

Budget planning Forecast by quarter/year, department, site, device type, and priority.

Disposition control Chain of custody, media sanitization, certificate/record, recycling/resale decisions, and

final record closure.

Decision principle: Anything that cannot be documented, repeated, assigned, measured, or
handed off will eventually become support debt.

Documented Measured Owned
The process is written and Leadership can see trend and Someone is accountable for
current. risk. completion.
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(‘_}bﬂG IT LIFECYCLE MANAGEMENT COST-CONTROL GUIDE / IMPLEMENTATION PLAYBOOK

ACTIONS THAT CREATE REAL PROGRESS

Implementation playbook

Use these actions to move from vague concern to a practical operating plan. Each item
should have an owner, due date, and evidence of completion.

Start by cleaning asset data for the equipment that carries Q Tie every new purchase to a lifecycle record before
the most risk: laptops, desktops, servers, firewalls, deployment.
switches, access points, and storage media.

G Create a refresh matrix that weighs age, warranty, security G Use ticket history to identify high-cost devices, not only old

support, user impact, and business criticality. devices.
Separate recoverable inventory from retired assets that c Document sanitization decisions and records for retired
need sanitization and disposition. devices and storage media.

Review lifecycle status during budgeting, QBRs, and
project planning.

Practical priority: Fix the facts first. Most technology programs improve faster once
inventory, ownership, access, documentation, and acceptance criteria are clean.
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C)bne IT LIFECYCLE MANAGEMENT COST-CONTROL GUIDE / GOVERNANCE AND MEASUREMENT

HOW LEADERSHIP SHOULD TRACK IT

Governance and measurement

The right metrics make progress visible. The wrong metrics make a messy environment look
busy. Leadership should track the signals that explain health, risk, and accountability.

Measurement area What to track

Inventory Asset record completeness, unknown device count, assignment accuracy, retired-but-not-
closed assets.

Cost Support tickets by model/age, warranty claims, emergency replacements, refresh budget
variance.
Risk Unsupported OS/device count, unencrypted device count, missing endpoint protection,

stale devices.
Refresh Devices due by quarter, replacement completion rate, exception count, average fleet age.

Disposition Recovered device count, sanitization records, recycling/resale volume, storage backlog.

Reporting rule: A leadership report should answer four questions: What changed? What
risk remains? What decision is needed? What happens next?

Executive view Operational view
Show the top risks, blocked work, cost impact, and Show work volume, aging, recurring issues, defects,
decisions due. and ownership.
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(‘;)bne IT LIFECYCLE MANAGEMENT COST-CONTROL GUIDE / EXECUTIVE DECISION QUESTIONS

USE THESE BEFORE APPROVAL

Executive decision questions

These questions are designed to expose weak assumptions before they become project
delays, support issues, security gaps, budget surprises, or operational risk.

Which assets do we own, where are they, who uses them, Q What devices are out of warranty, unsupported,
and what condition are they in? underperforming, or creating high ticket volume?

What refresh cycle should exist by user type, device type, Q Which assets carry sensitive data, and how will retirement
and business role? be documented?

How do purchases update inventory and budget forecasts c What equipment should be standardized, replaced, stored,

automatically or consistently? reused, or disposed?
Q What does technology debt cost us in support, downtime, What evidence can we produce that retired devices were
productivity, and risk? handled properly?

What strong answers sound like

Strong answers include ownership, current state, target state, evidence, tradeoffs, timing, dependencies, and the
decision leadership needs to make.
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(‘;)bne IT LIFECYCLE MANAGEMENT COST-CONTROL GUIDE / READINESS SCORECARD

SCORE HONESTLY BEFORE INVESTING

Readiness scorecard

Rate each area from 1 to 5. A score of 1 means ad hoc and risky. A score of 3 means partially
controlled. A score of 5 means documented, measured, reviewed, and repeatable.

Inventory foundation
1 Assets are accurate, assigned, statused, and tied to

lifecycle stage.

Cost visibility
Leadership can see upcoming spend and hidden
support burden.

Disposition process
Data-bearing assets are sanitized and documented

before final disposition.

Refresh governance
Replacement decisions are driven by risk,
performance, supportability, and budget.

Security linkage
Unsupported, unknown, or unprotected assets are
surfaced and prioritized.

Operational cadence
Lifecycle is reviewed during QBRs, budgeting,
procurement, and project planning.

Scoring rule: The overall score is not the average. The weakest critical area usually defines

the real risk.

HTG Inc. | Practical technology guidance for business leaders

htginc.com



OHTG IT LIFECYCLE MANAGEMENT COST-CONTROL GUIDE / 30/60/90 ACTION PLAN

TURN THE GUIDE INTO MOVEMENT

30/60/90 action plan

A useful whitepaper should turn into execution. This plan gives leadership a practical starting
point for improving control without overcomplicating the first step.

Days 1-30 Days 31-60 Days 61-90

Clean priority asset inventory and Create refresh standards, warranty Publish lifecycle dashboard, build

identify unknown, unsupported, review, procurement metadata rules, budget forecast, process first

aging, and high-risk assets. and retirement process. retirement batch, and update
roadmap.

How HTG applies this in the real world

HTG helps organizations turn technology priorities into executable work: assessments, procurement, staging,
managed services, cybersecurity readiness, lifecycle visibility, field execution, infrastructure projects, and leadership

reporting.

Ready to turn this into a practical operating plan?
TALK WITH HTG

Use this guide as the starting point for a focused review of your
environment, risk, priorities, projects, and next decisions.
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OHTG IT LIFECYCLE MANAGEMENT COST-CONTROL GUIDE / SOURCE NOTES

ACCURACY AND PRACTICAL USE

Source-grounded notes and reference basis

This whitepaper is written for executive planning and practical operations. It uses recognized
public guidance as a foundation where security, continuity, privacy, data protection, incident
response, media sanitization, healthcare, financial safeguards, or payment security concepts
are discussed.

 CIS Controls v8.1: Center for Internet Security, CIS Critical Security Controls Version 8.1. https://www.cisecurity.org/controls/v8-1

* NIST CSF 2.0: National Institute of Standards and Technology, The NIST Cybersecurity Framework (CSF) 2.0, NIST CSWP 29, February
2024. https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final

* NIST Sanitization: National Institute of Standards and Technology, SP 800-88 Rev. 2, Guidelines for Media Sanitization, September 2025.
https://csrc.nist.gov/pubs/sp/800/88/r2/final

* NIST Contingency: National Institute of Standards and Technology, SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information
Systems. https://csrc.nist.gov/pubs/sp/800/34/r1/updl/final

Important: This guide is business guidance, not legal, compliance, insurance, or audit
advice. Requirements vary by environment, contract, industry, cyber-insurance policy, and
regulator. Use it to improve planning, then confirm obligations with the appropriate counsel,
auditor, carrier, or compliance owner.

HTG closing standard

The best technology work is not merely installed. It is documented, governed, supported, measured, and improved.
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FIELD SERVICES GUIDE

Smairt Hands Field Services

Guide

How distributed IT teams can execute onsite work without hiring full-time

technical staff at every location.

WHITEPAPER 06

BUILT FOR

IT leaders, operations teams, multi-
site businesses, project managers,
distributed organizations, regional
teams, and remote IT groups.

OUTCOME

A cleaner model for dispatching onsite
technical help, reducing truck rolls,
and coordinating field work with
remote support and project delivery.

USE THIS WHEN

Remote teams need
reliable onsite help for
devices, networks, users,
vendors, and project
work.



OHTG SMART HANDS FIELD SERVICES GUIDE / EXECUTIVE BRIEF

WHY THIS WHITEPAPER MATTERS

Executive brief

Remote support solves a lot, but not everything. Someone still has to install access points,
trace cabling, swap devices, clean network closets, assist with POS, verify printers, replace
hardware, document photos, and be the hands onsite when the IT team is somewhere else.

Operational speed Dispatch cost

A site can be stuck for days if no qualified person is Unclear scope creates repeat visits, wasted travel,
available onsite. and frustrated local teams.

Technical quality Support continuity

Field work without standards can create messy If onsite work is not documented, remote support
closets, bad labels, poor photos, and weak inherits confusion.

documentation.

Leadership takeaway: Smart hands work is most valuable when onsite tasks follow clear
scope, documentation, escalation, and closeout standards.
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OH!'G SMART HANDS FIELD SERVICES GUIDE / FAILURE PATTERNS

COMMON FAILURE PATTERNS

Where organizations lose control

Field work becomes expensive when dispatches lack scope, site contacts, tools, parts,
access, or a clean definition of completion.

What to watch for

* The dispatch request says “fix internet” instead of defining site contact, symptoms, access, equipment, tests, and
success criteria.

» Remote teams and field technicians are not connected during the visit, so decisions wait until after the technician
leaves.

» Technicians arrive without the right parts, cables, credentials, ladders, photos, or access permissions.

» Network changes are made without before/after documentation, labeling, or diagram updates.

» The work is considered done even though acceptance testing was never completed.

* Local staff are asked to perform technical tasks that should be handled by a trained resource.

Operational truth: A truck roll is only productive when the onsite task, evidence, escalation
path, and next action are clear before arrival.

Impact if ignored Corrective move

Small gaps become recurring tickets, missed Assign an owner, define the standard, require
handoffs, delayed projects, unclear security evidence, and review progress on a leadership
ownership, and leadership surprises. cadence.
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OHTG SMART HANDS FIELD SERVICES GUIDE / OPERATING MODEL

OPERATING MODEL

The Smart Hands Execution Model

A mature approach turns scattered activity into a repeatable system. Use this model to define
ownership, sequence, quality checks, and handoff.

Define Prepare Dispatch Validate Document
Translate the onsite Confirm parts, Coordinate arrival, Run acceptance tests: Capture photos, asset
need into a clear credentials, diagrams, check-in, remote connectivity, Wi-Fi, changes, serials, cable
scope, tools, site remote engineer bridge, photos, printing, POS, device labels, open issues,
contact, access availability, safety troubleshooting, function, speed, and support handoff
window, and success needs, and local installation, and labeling, and user sign- notes.

criteria. constraints. decisions. off.

Execution rule: Do not move from one stage to the next until ownership, evidence, and
acceptance criteria are clear.

Own the standard Prove readiness Close the loop
Decide what good looks like Verify facts before scheduling, Document outcomes so support
before work begins. buying, deploying, or closing. and leadership can act.
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OHTG SMART HANDS FIELD SERVICES GUIDE / WHAT GOOD LOOKS LIKE

STANDARDS THAT MAKE THE WORK REPEATABLE

What good looks like

A professional IT program does not rely on memory or individual heroics. It uses standards
that make quality visible, measurable, and repeatable.

Standard area Practical expectation

Clear work order Location, contact, access, scope, symptoms, equipment, tools, safety notes, and
acceptance criteria.

Remote bridge Live connection between field technician and remote engineer when configuration or
decisions are needed.

Parts readiness Correct devices, cables, mounts, labels, power, adapters, ladder/lift requirements, and
spares.

Quality standards Cable management, labeling, photos, testing, site cleanup, and closeout notes.

Support handoff Updated inventory, diagrams, ticket notes, open issues, and user/site confirmation.

Decision principle: Anything that cannot be documented, repeated, assigned, measured, or
handed off will eventually become support debt.

Documented Measured Owned
The process is written and Leadership can see trend and Someone is accountable for
current. risk. completion.
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C)bne SMART HANDS FIELD SERVICES GUIDE / IMPLEMENTATION PLAYBOOK

ACTIONS THAT CREATE REAL PROGRESS

Implementation playbook

Use these actions to move from vague concern to a practical operating plan. Each item
should have an owner, due date, and evidence of completion.

Do not dispatch until the scope can be explained in Q Use a remote bridge for network, firewall, Wi-Fi, POS, and

operational terms. device configuration work.

Require before-and-after photos for closets, equipment Q Create standard dispatch templates for device swaps, AP

placement, cabling, labels, and completed work. work, printer support, POS assistance, and network closet
cleanup.

Define acceptance testing before the tech arrives, not after c Track first-visit completion and root causes for re-dispatch.
the visit.

Treat field documentation as part of the work, not an
optional admin task.

Practical priority: Fix the facts first. Most technology programs improve faster once
inventory, ownership, access, documentation, and acceptance criteria are clean.
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(‘;)bne SMART HANDS FIELD SERVICES GUIDE / GOVERNANCE AND MEASUREMENT

HOW LEADERSHIP SHOULD TRACK IT

Governance and measurement

The right metrics make progress visible. The wrong metrics make a messy environment look
busy. Leadership should track the signals that explain health, risk, and accountability.

Measurement area What to track

Dispatch quality First-visit completion rate, re-dispatch rate, missing information count, parts exception
count.

Execution Arrival window performance, task duration, remote-bridge availability, blocker resolution
time.

Validation Acceptance test completion, user/site sign-off, post-visit defect count.

Documentation Photo completion, asset update completion, labeling completion, diagram updates.

Cost control Avoided dispatches, emergency dispatch count, travel variance, repeat-truck-roll cost.

Reporting rule: A leadership report should answer four questions: What changed? What
risk remains? What decision is needed? What happens next?

Executive view Operational view
Show the top risks, blocked work, cost impact, and Show work volume, aging, recurring issues, defects,
decisions due. and ownership.
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QH'!'G SMART HANDS FIELD SERVICES GUIDE / EXECUTIVE DECISION QUESTIONS

USE THESE BEFORE APPROVAL

Executive decision questions

These questions are designed to expose weak assumptions before they become project
delays, support issues, security gaps, budget surprises, or operational risk.

What exactly needs to happen onsite, and what proves it is Q What information, access, tools, parts, and credentials are

complete? required before dispatch?
Who is available remotely during the visit to make Q What photos and documentation are required before
configuration decisions? closing the work order?
What tests must be completed before the technician c What common field tasks should have reusable templates?
leaves?

Q What work should be remote, onsite, or hybrid? Q Why did repeat dispatches happen, and how do we prevent

them next time?

What strong answers sound like

Strong answers include ownership, current state, target state, evidence, tradeoffs, timing, dependencies, and the
decision leadership needs to make.
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OHTG SMART HANDS FIELD SERVICES GUIDE / READINESS SCORECARD

SCORE HONESTLY BEFORE INVESTING

Readiness scorecard

Rate each area from 1 to 5. A score of 1 means ad hoc and risky. A score of 3 means partially
controlled. A score of 5 means documented, measured, reviewed, and repeatable.

Scope clarity
1 Work orders are specific enough for the field team to

execute correctly.

Preparation
Parts, access, credentials, tools, and remote support
are ready before dispatch.

Execution quality Validation
Field work follows standards for safety, labeling, Acceptance criteria are tested before the technician
photos, and testing. leaves.

Continuous improvement
Repeat visits are analyzed and prevented with
process changes.

Documentation
Support receives complete notes, photos, asset
updates, and open issues.

Scoring rule: The overall score is not the average. The weakest critical area usually defines
the real risk.
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OHTG SMART HANDS FIELD SERVICES GUIDE / 30/60/90 ACTION PLAN

TURN THE GUIDE INTO MOVEMENT

30/60/90 action plan

A useful whitepaper should turn into execution. This plan gives leadership a practical starting
point for improving control without overcomplicating the first step.

Days 1-30 Days 31-60 Days 61-90

Identify common field tasks, dispatch Build dispatch templates, Pilot standards on real visits,

pain points, parts issues, and acceptance test lists, photo measure first-visit completion,

documentation gaps. standards, and remote bridge reduce re-dispatch causes, and
process. publish field playbook.

How HTG applies this in the real world

HTG helps organizations turn technology priorities into executable work: assessments, procurement, staging,
managed services, cybersecurity readiness, lifecycle visibility, field execution, infrastructure projects, and leadership

reporting.

Ready to turn this into a practical operating plan?
TALK WITH HTG

Use this guide as the starting point for a focused review of your
environment, risk, priorities, projects, and next decisions.
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OHTG SMART HANDS FIELD SERVICES GUIDE / SOURCE NOTES

ACCURACY AND PRACTICAL USE

Source-grounded notes and reference basis

This whitepaper is written for executive planning and practical operations. It uses recognized
public guidance as a foundation where security, continuity, privacy, data protection, incident
response, media sanitization, healthcare, financial safeguards, or payment security concepts
are discussed.

* NIST CSF 2.0: National Institute of Standards and Technology, The NIST Cybersecurity Framework (CSF) 2.0, NIST CSWP 29, February
2024. https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final

« CIS Controls v8.1: Center for Internet Security, CIS Critical Security Controls Version 8.1. https://www.cisecurity.org/controls/v8-1

* NIST Contingency: National Institute of Standards and Technology, SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information
Systems. https://csrc.nist.gov/pubs/sp/800/34/r1/updl/final

Important: This guide is business guidance, not legal, compliance, insurance, or audit
advice. Requirements vary by environment, contract, industry, cyber-insurance policy, and
regulator. Use it to improve planning, then confirm obligations with the appropriate counsel,
auditor, carrier, or compliance owner.

HTG closing standard

The best technology work is not merely installed. It is documented, governed, supported, measured, and improved.
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READINESS ASSESSMENT

Business IT Readiness
Assessment

A leadership scorecard for evaluating whether support, security,
infrastructure, lifecycle, vendors, backups, and growth readiness are
under control.

WHITEPAPER 07

BUILT FOR OUTCOME USE THIS WHEN
Executives, owners, operations A practical view of where IT is stable, Leadership wants a
leaders, IT managers, finance where risk is building, and what practical assessment
leaders, and organizations preparing should be prioritized in the next 90 before growth, budget
for growth, acquisition, or provider days. planning, risk review,
change. acquisition, or provider

change.



OHTG BUSINESS IT READINESS ASSESSMENT / EXECUTIVE BRIEF

WHY THIS WHITEPAPER MATTERS

Executive brief

Most businesses do not need a theoretical IT assessment. They need to know whether
employees can work, systems can recover, security controls are real, vendors are controlled,
assets are known, and leadership can make decisions before problems become expensive.

Employee productivity Business risk

Poor support, unstable devices, weak Wi-Fi, and Security, backup, access, and vendor gaps can

recurring issues waste time every day. become incidents with operational and financial
impact.

Growth readiness Decision quality

A business cannot scale cleanly with undocumented Leadership needs a clear roadmap instead of

systems, inconsistent onboarding, and reactive disconnected technical complaints.

purchasing.

Leadership takeaway: IT readiness gives leaders a clearer view of what is stable, what is
fragile, and what needs attention before growth adds pressure.
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OHTG BUSINESS IT READINESS ASSESSMENT / FAILURE PATTERNS

COMMON FAILURE PATTERNS

Where organizations lose control

Readiness gaps often stay hidden until growth, turnover, outages, audits, or provider
transitions expose them.

What to watch for
« IT is judged only by whether tickets are answered, not whether the environment is improving.
* Business-critical systems are not ranked by operational impact or recovery priority.
* User onboarding and offboarding depend on memory, causing access gaps and inconsistency.
* Vendors have access, but no one regularly reviews what they can reach or why.

» Backup success is assumed from reports but not proven through restoration testing.

* There is no 90-day roadmap that connects risk, budget, projects, and accountability.

Operational truth: A mature IT environment can explain its risks, owners, standards,
systems, and priorities without relying on memory.

Impact if ignored Corrective move

Small gaps become recurring tickets, missed Assign an owner, define the standard, require
handoffs, delayed projects, unclear security evidence, and review progress on a leadership
ownership, and leadership surprises. cadence.
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OHTG

OPERATING MODEL

BUSINESS IT READINESS ASSESSMENT / OPERATING MODEL

The Seven-Part IT Readiness Model

A mature approach turns scattered activity into a repeatable system. Use this model to define
ownership, sequence, quality checks, and handoff.

Support

Ticket intake,
escalation,
documentation, root
cause, and user

experience.

Recovery

Backup, restore
testing, critical

systems, RTO/RPO,
and continuity actions.

Security

Identity, endpoint,
email, patching,
monitoring, backups,

and incident readiness.

Roadmap

Budget, projects,
priorities,
dependencies, and
executive reporting.

Infrastructure

Network, Wi-Fi,

firewalls, switching,

cloud systems,
servers, and

connectivity.

Lifecycle

Procurement,
standards, asset

inventory, warranty,

refresh, and retirement.

Vendors

Contracts, access,
escalation contacts,
renewals, service

ownership, and risk.

Execution rule: Do not move from one stage to the next until ownership, evidence, and
acceptance criteria are clear.

Own the standard

Decide what good looks like
before work begins.

HTG Inc. | Practical technology guidance for business leaders

Prove readiness

Verify facts before scheduling,
buying, deploying, or closing.

Close the loop

Document outcomes so support
and leadership can act.

htginc.com



OHTG BUSINESS IT READINESS ASSESSMENT / WHAT GOOD LOOKS LIKE

STANDARDS THAT MAKE THE WORK REPEATABLE

What good looks like

A professional IT program does not rely on memory or individual heroics. It uses standards
that make quality visible, measurable, and repeatable.

Standard area Practical expectation

Support readiness Documented intake, escalation, response expectations, recurring issue tracking, and
ownership.

Security readiness MFA, endpoint protection, patching, access review, backup protection, and alert
handling.

Infrastructure readiness Stable network, reliable Wi-Fi, documented ISP/failover, equipment lifecycle, and site
diagrams.

Lifecycle readiness Accurate assets, approved standards, refresh plan, warranty visibility, and secure
retirement.

Leadership readiness Roadmap, budget forecast, risk ranking, QBR rhythm, and decision log.

Decision principle: Anything that cannot be documented, repeated, assigned, measured, or
handed off will eventually become support debt.

Documented Measured Owned
The process is written and Leadership can see trend and Someone is accountable for
current. risk. completion.
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C)bne BUSINESS IT READINESS ASSESSMENT / IMPLEMENTATION PLAYBOOK

ACTIONS THAT CREATE REAL PROGRESS

Implementation playbook

Use these actions to move from vague concern to a practical operating plan. Each item
should have an owner, due date, and evidence of completion.

Score the environment honestly; do not average away Q Start with systems that stop the business if they fail.
critical weaknesses.

Q Rank gaps by business impact, likelihood, and effort to Q Separate urgent fixes from roadmap improvements.
correct.
Create a 90-day plan that leadership can understand and c Assign an owner and due date to every important gap.
fund.

Q Review readiness quarterly so improvements do not
disappear after the assessment.

Practical priority: Fix the facts first. Most technology programs improve faster once
inventory, ownership, access, documentation, and acceptance criteria are clean.
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(‘;)bne BUSINESS IT READINESS ASSESSMENT / GOVERNANCE AND MEASUREMENT

HOW LEADERSHIP SHOULD TRACK IT

Governance and measurement

The right metrics make progress visible. The wrong metrics make a messy environment look
busy. Leadership should track the signals that explain health, risk, and accountability.

Measurement area What to track

Support Open ticket aging, repeat issue rate, user satisfaction, escalation performance.

Security MFA coverage, endpoint coverage, patch compliance, admin/stale accounts, alert
ownership.

Infrastructure ISP uptime, Wi-Fi issues, network equipment age, documented topology, capacity

constraints.

Lifecycle Asset completeness, warranty status, refresh backlog, unknown devices, retired equipment
backlog.
Recovery Backup success, restore test date, RTO/RPO alignment, critical system runbooks.

Reporting rule: A leadership report should answer four questions: What changed? What
risk remains? What decision is needed? What happens next?

Executive view Operational view
Show the top risks, blocked work, cost impact, and Show work volume, aging, recurring issues, defects,
decisions due. and ownership.
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QH'!'G BUSINESS IT READINESS ASSESSMENT / EXECUTIVE DECISION QUESTIONS

USE THESE BEFORE APPROVAL

Executive decision questions

These questions are designed to expose weak assumptions before they become project
delays, support issues, security gaps, budget surprises, or operational risk.

What systems would stop revenue, service delivery, Q What support issues repeat every month, and why have
patient/customer experience, or payroll if unavailable? they not been removed?
Do we know who has access to what, including vendors Q Can we restore the systems that matter most within the
and former employees? timeframe the business expects?
What equipment is aging, unsupported, out of warranty, or c What does leadership need to fund, accept, or defer in the
not documented? next 90 days?

Q Where is IT slowing growth, onboarding, expansion, or Q What proof do we have that controls are working?

project execution?

What strong answers sound like

Strong answers include ownership, current state, target state, evidence, tradeoffs, timing, dependencies, and the
decision leadership needs to make.
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OHTG BUSINESS IT READINESS ASSESSMENT / READINESS SCORECARD

SCORE HONESTLY BEFORE INVESTING

Readiness scorecard

Rate each area from 1 to 5. A score of 1 means ad hoc and risky. A score of 3 means partially
controlled. A score of 5 means documented, measured, reviewed, and repeatable.

Support maturity
Support is organized, documented, measurable, and
improving.

Security baseline
Foundational controls are enforced, monitored, and
reviewed.

Infrastructure stability
Connectivity, network, and core platforms are
documented and reliable.

Lifecycle control
Assets are known, planned, supported, and retired
properly.

Recovery confidence
Backups, priorities, and restoration capability are
validated.

Vendor governance
Vendors, access, renewals, ownership, and
escalation paths are controlled.

Roadmap discipline
Leadership receives an actionable roadmap tied to
risk and budget.

Scoring rule: The overall score is not the average. The weakest critical area usually defines
the real risk.
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OHTG BUSINESS IT READINESS ASSESSMENT / 30/60/90 ACTION PLAN

TURN THE GUIDE INTO MOVEMENT

30/60/90 action plan

A useful whitepaper should turn into execution. This plan gives leadership a practical starting
point for improving control without overcomplicating the first step.

Days 1-30 Days 31-60 Days 61-90

Assess support, security, Fix high-risk quick wins, document Create executive roadmap, budget
infrastructure, backup, vendors, priorities, assign owners, and define model, QBR dashboard, and
assets, and critical systems. roadmap categories. recurring readiness review cadence.

How HTG applies this in the real world

HTG helps organizations turn technology priorities into executable work: assessments, procurement, staging,
managed services, cybersecurity readiness, lifecycle visibility, field execution, infrastructure projects, and leadership

reporting.

Ready to turn this into a practical operating plan?
TALK WITH HTG

Use this guide as the starting point for a focused review of your
environment, risk, priorities, projects, and next decisions.
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OHTG BUSINESS IT READINESS ASSESSMENT / SOURCE NOTES

ACCURACY AND PRACTICAL USE

Source-grounded notes and reference basis

This whitepaper is written for executive planning and practical operations. It uses recognized
public guidance as a foundation where security, continuity, privacy, data protection, incident
response, media sanitization, healthcare, financial safeguards, or payment security concepts
are discussed.

* NIST CSF 2.0: National Institute of Standards and Technology, The NIST Cybersecurity Framework (CSF) 2.0, NIST CSWP 29, February
2024. https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final

* CISA CPG 2.0: Cybersecurity and Infrastructure Security Agency, Cross-Sector Cybersecurity Performance Goals 2.0. https://www.cisa.gov/
cybersecurity-performance-goals-2-0-cpg-2-0

« CIS Controls v8.1: Center for Internet Security, CIS Critical Security Controls Version 8.1. https://www.cisecurity.org/controls/v8-1

* NIST Contingency: National Institute of Standards and Technology, SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information
Systems. https://csrc.nist.gov/pubs/sp/800/34/r1/updl/final

* NIST IR: National Institute of Standards and Technology, SP 800-61 Rev. 3, Incident Response Recommendations and Considerations.
https://csrc.nist.gov/pubs/sp/800/61/r3/final

Important: This guide is business guidance, not legal, compliance, insurance, or audit
advice. Requirements vary by environment, contract, industry, cyber-insurance policy, and
regulator. Use it to improve planning, then confirm obligations with the appropriate counsel,
auditor, carrier, or compliance owner.

HTG closing standard

The best technology work is not merely installed. It is documented, governed, supported, measured, and improved.

HTG Inc. | Practical technology guidance for business leaders htginc.com



HEALTHCARE GUIDE

Healthcare IT Readiness
Guide

How clinics, medical practices, and healthcare organizations can support
clinical operations while improving security, recovery, and HIPAA-aligned
safeguards.

WHITEPAPER 08

BUILT FOR OUTCOME USE THIS WHEN
Clinic administrators, healthcare A practical healthcare IT readiness Healthcare teams need
executives, practice managers, model that connects patient care, practical IT readiness
compliance owners, IT leaders, and clinical uptime, security safeguards, guidance tied to clinical
medical groups. vendor access, recovery, and uptime, HIPAA
evidence. safeguards, and patient

operations.



OH'!'G HEALTHCARE IT READINESS GUIDE / EXECUTIVE BRIEF

WHY THIS WHITEPAPER MATTERS

Executive brief

Healthcare IT is not only about devices and tickets. It affects patient flow, clinical productivity,
protected information, vendor integrations, downtime procedures, and trust. A mature
environment is designed to keep care moving while controlling access, recovery, and risk.

Clinical continuity ePHI safeguards

Workstation, network, printer, EHR, scanning, Wi-Fi, Healthcare environments must protect electronic
or internet failures can slow care and frustrate staff protected health information with appropriate

and patients. administrative, physical, and technical safeguards.
Vendor complexity Recovery impact

EHR, imaging, billing, labs, medical devices, and Downtime procedures and backup restoration
remote support vendors require controlled access directly affect care continuity and business

and clear ownership. operations.

Leadership takeaway: Healthcare IT decisions affect care delivery, staff productivity, data
protection, vendor access, and continuity.
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OHTG HEALTHCARE IT READINESS GUIDE / FAILURE PATTERNS

COMMON FAILURE PATTERNS

Where organizations lose control

Healthcare technology risk grows when clinical operations depend on systems that are
undocumented, undersecured, or unsupported.

What to watch for
 Shared accounts, weak offboarding, and uncontrolled vendor access make it difficult to know who accessed what.
» Workstations are old, slow, inconsistently patched, or missing endpoint protection.

* Printers, scanners, label printers, and medical peripherals are treated as small issues even though they affect patient
flow.

» Backups exist but are not tied to clinical recovery priorities, downtime procedures, and restore testing.

» HIPAA-related documentation is scattered, outdated, or disconnected from actual technical controls.

* Security improvements are delayed because clinical operations fear disruption, so risk quietly grows.

Operational truth: Clinical reliability depends on more than working systems. It requires
access control, recovery planning, vendor oversight, and documented support.

Impact if ignored Corrective move

Small gaps become recurring tickets, missed Assign an owner, define the standard, require
handoffs, delayed projects, unclear security evidence, and review progress on a leadership
ownership, and leadership surprises. cadence.
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OHTG HEALTHCARE IT READINESS GUIDE / OPERATING MODEL

OPERATING MODEL

The Healthcare IT Readiness Model

A mature approach turns scattered activity into a repeatable system. Use this model to define
ownership, sequence, quality checks, and handoff.

Protect access Stabilize clinical Secure endpoints Prepare for Maintain evidence

L workflows - _ downtime .
Control user identity, Maintain endpoint Keep policies,
MFA, least privilege, Prioritize EHR access, protection, patching, Define critical systems, inventories, access
vendor access, workstations, printers, encryption, supported restore priorities, reviews, vendor
offboarding, and audit- scanning, Wi-Fi, operating systems, and downtime procedures, records, risk notes, and
supporting records. internet, phones, and standard builds. backups, and remediation status

site reliability. escalation contacts. organized.

Execution rule: Do not move from one stage to the next until ownership, evidence, and
acceptance criteria are clear.

Own the standard Prove readiness Close the loop
Decide what good looks like Verify facts before scheduling, Document outcomes so support
before work begins. buying, deploying, or closing. and leadership can act.
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OHTG HEALTHCARE IT READINESS GUIDE / WHAT GOOD LOOKS LIKE

STANDARDS THAT MAKE THE WORK REPEATABLE

What good looks like

A professional IT program does not rely on memory or individual heroics. It uses standards
that make quality visible, measurable, and repeatable.

Standard area Practical expectation

Identity/access Role-based access, unique users, MFA where appropriate, offboarding process, vendor
account review.

Clinical device support Standard workstations, printers, scanners, label printers, Wi-Fi, exam-room devices, and
peripheral support paths.

Security safeguards Endpoint protection, patching, encryption, email controls, backups, access logs, and
incident response roles.

Recovery planning Critical workflows identified, backup restore testing, EHR/vendor escalation, downtime
procedures, communications.

Compliance evidence Inventory, risk analysis support, policies, access reviews, vendor documentation,
remediation tracking.

Decision principle: Anything that cannot be documented, repeated, assigned, measured, or
handed off will eventually become support debt.

Documented Measured Owned
The process is written and Leadership can see trend and Someone is accountable for
current. risk. completion.
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OHTG HEALTHCARE IT READINESS GUIDE / IMPLEMENTATION PLAYBOOK

ACTIONS THAT CREATE REAL PROGRESS

Implementation playbook

Use these actions to move from vague concern to a practical operating plan. Each item
should have an owner, due date, and evidence of completion.

Map clinical workflows before changing technology; know Q Review access by role and remove shared, stale,
what must work for patient care to continue. excessive, and vendor accounts that are no longer justified.

Prioritize endpoint health for devices used in exam rooms, Q Test backups against clinical priorities, not generic server
front desk, billing, and clinical documentation. names.

Document vendors, support contacts, access methods, and ° Use a security roadmap that minimizes disruption while
escalation paths. reducing meaningful risk.

Q Keep compliance evidence tied to real controls, not only
policy documents.

Practical priority: Fix the facts first. Most technology programs improve faster once
inventory, ownership, access, documentation, and acceptance criteria are clean.
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OHTG HEALTHCARE IT READINESS GUIDE / GOVERNANCE AND MEASUREMENT

HOW LEADERSHIP SHOULD TRACK IT

Governance and measurement

The right metrics make progress visible. The wrong metrics make a messy environment look
busy. Leadership should track the signals that explain health, risk, and accountability.

Measurement area What to track

Clinical support Recurring workstation issues, printer/scanner failures, EHR-related tickets, Wi-Fi
complaints, front-desk downtime.

Access control MFA coverage, stale account count, vendor account review completion, offboarding
completion time.

Endpoint health Supported OS coverage, patch posture, endpoint protection coverage, encryption
coverage.

Recovery Restore test completion, downtime procedure review, critical system RTO/RPO alignment.

Evidence Inventory completeness, policy freshness, risk gap status, remediation closure rate.

Reporting rule: A leadership report should answer four questions: What changed? What
risk remains? What decision is needed? What happens next?

Executive view Operational view
Show the top risks, blocked work, cost impact, and Show work volume, aging, recurring issues, defects,
decisions due. and ownership.
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USE THESE BEFORE APPROVAL

Executive decision questions

These questions are designed to expose weak assumptions before they become project
delays, support issues, security gaps, budget surprises, or operational risk.

Which systems and devices directly affect patient intake, Q Who has access to ePHI, and how is access approved,
care, documentation, billing, and communication? reviewed, changed, and removed?

What vendors can access systems, how, and under what Q Can the practice operate if EHR, internet, phones, printers,
controls? or workstations are unavailable?

How often are backups restored and downtime procedures c Are endpoints encrypted, protected, patched, supported,
reviewed? and inventoried?

Q What evidence can be produced during a security review, Q What improvements reduce risk without disrupting clinical
audit, or incident? operations?

What strong answers sound like

Strong answers include ownership, current state, target state, evidence, tradeoffs, timing, dependencies, and the
decision leadership needs to make.
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SCORE HONESTLY BEFORE INVESTING

Readiness scorecard

HEALTHCARE IT READINESS GUIDE / READINESS SCORECARD

Rate each area from 1 to 5. A score of 1 means ad hoc and risky. A score of 3 means partially
controlled. A score of 5 means documented, measured, reviewed, and repeatable.

Clinical reliability
1 Technology supports patient flow, documentation,

billing, and communications.

Safeguard maturity
Administrative, physical, and technical safeguards are

reflected in actual operations.

Recovery readiness
Backups, downtime procedures, and escalation paths

are tested and current.

Access governance
Users, roles, vendors, and offboarding are controlled
and reviewed.

Endpoint readiness
Clinical devices are supportable, protected, patched,
encrypted, and standardized.

Evidence discipline
Policies, inventory, risk notes, and remediation
records are organized.

Scoring rule: The overall score is not the average. The weakest critical area usually defines

the real risk.
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OHTG HEALTHCARE IT READINESS GUIDE / 30/60/90 ACTION PLAN

TURN THE GUIDE INTO MOVEMENT

30/60/90 action plan

A useful whitepaper should turn into execution. This plan gives leadership a practical starting
point for improving control without overcomplicating the first step.

Days 1-30 Days 31-60 Days 61-90

Assess clinical workflows, access, Address access cleanup, endpoint Build healthcare IT roadmap,
vendors, endpoint health, backups, coverage, backup testing, vendor evidence package, QBR model, and
and high-risk gaps. records, and downtime clinical-impact risk priorities.

documentation.

How HTG applies this in the real world

HTG helps organizations turn technology priorities into executable work: assessments, procurement, staging,
managed services, cybersecurity readiness, lifecycle visibility, field execution, infrastructure projects, and leadership

reporting.

Ready to turn this into a practical operating plan?
TALK WITH HTG

Use this guide as the starting point for a focused review of your
environment, risk, priorities, projects, and next decisions.
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ACCURACY AND PRACTICAL USE

Source-grounded notes and reference basis

This whitepaper is written for executive planning and practical operations. It uses recognized
public guidance as a foundation where security, continuity, privacy, data protection, incident
response, media sanitization, healthcare, financial safeguards, or payment security concepts
are discussed.

* HHS HIPAA: U.S. Department of Health and Human Services, Summary of the HIPAA Security Rule. https://www.hhs.gov/hipaa/for-
professionals/security/laws-regulations/index.html

* NIST CSF 2.0: National Institute of Standards and Technology, The NIST Cybersecurity Framework (CSF) 2.0, NIST CSWP 29, February
2024. https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final

* CISA CPG 2.0: Cybersecurity and Infrastructure Security Agency, Cross-Sector Cybersecurity Performance Goals 2.0. https://www.cisa.gov/
cybersecurity-performance-goals-2-0-cpg-2-0

« CIS Controls v8.1: Center for Internet Security, CIS Critical Security Controls Version 8.1. https://www.cisecurity.org/controls/v8-1

* NIST Contingency: National Institute of Standards and Technology, SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information
Systems. https://csrc.nist.gov/pubs/sp/800/34/r1/updl/final

* NIST IR: National Institute of Standards and Technology, SP 800-61 Rev. 3, Incident Response Recommendations and Considerations.
https://csrc.nist.gov/pubs/sp/800/61/r3/final

Important: This guide is business guidance, not legal, compliance, insurance, or audit
advice. Requirements vary by environment, contract, industry, cyber-insurance policy, and
regulator. Use it to improve planning, then confirm obligations with the appropriate counsel,
auditor, carrier, or compliance owner.

HTG closing standard

The best technology work is not merely installed. It is documented, governed, supported, measured, and improved.
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JOBSITE GUIDE

Construction Jobsite
Connectivity Guide

A practical guide for internet, Wi-Fi, trailers, printers, devices, field

support, and temporary office technology on active jobsites.

WHITEPAPER 09

BUILT FOR

Construction executives, project
managers, site superintendents,
operations leaders, IT teams, and
temporary office coordinators.

OUTCOME

A repeatable jobsite technology model
that improves connectivity, reduces
setup delays, and supports project
teams from mobilization through
closeout.

USE THIS WHEN

A jobsite, trailer,
temporary office, or field
team needs connectivity,
devices, printing, Wi-Fi,
and onsite support.



(j)bﬂﬁ CONSTRUCTION JOBSITE CONNECTIVITY GUIDE / EXECUTIVE BRIEF

WHY THIS WHITEPAPER MATTERS

Executive brief

A jobsite office is not a normal office. It moves, changes, deals with temporary power, evolving
crews, rugged conditions, local constraints, and urgent communication needs. Connectivity

planning must be practical, staged, and supportable.

Field productivity

Superintendents, project managers, subs, and office

Project coordination

Poor connectivity delays drawings, RFIs, scheduling,

cloud tools, printing, meetings, and communication.

Temporary complexity

Trailers, phased construction, changing access,
weather, security, and power all affect technology
plans.

staff need reliable Wi-Fi, devices, printers, scanners,
and phones.

Support burden

Jobsites generate urgent issues when equipment,
documentation, and escalation are not prepared.

Leadership takeaway: Jobsite technology works best when connectivity, hardware, access,
support, and site conditions are planned before crews depend on them.
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COMMON FAILURE PATTERNS

Where organizations lose control

Construction technology issues usually surface when temporary environments are treated as
simple setups instead of operating sites.

What to watch for
* Internet is ordered too late or without a backup plan for the mobilization window.

* Trailer Wi-Fi is treated like home Wi-Fi instead of a business-critical site service.

* Printers, scanners, large-format devices, and shared workstations are not planned until staff are onsite.

» Equipment is not ruggedized, labeled, inventoried, or assigned to a support path.
» Temporary cabling and AP placement are improvised without safety, coverage, or future movement in mind.

» Closeout does not include equipment recovery, data handling, account cleanup, and asset status updates.

Operational truth: A jobsite office is a business location. It needs the same planning
discipline as any branch, adjusted for field conditions.

Impact if ignored Corrective move

Small gaps become recurring tickets, missed Assign an owner, define the standard, require
handoffs, delayed projects, unclear security evidence, and review progress on a leadership
ownership, and leadership surprises. cadence.
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OPERATING MODEL

The Jobsite Technology Readiness Model

A mature approach turns scattered activity into a repeatable system. Use this model to define
ownership, sequence, quality checks, and handoff.

Mobilize Connect Equip Support Close out

Confirm site timeline, Deploy internet, Prepare laptops, Define escalation, Recover equipment,
trailer layout, users, failover/backup where monitors, printers, onsite/remote support, sanitize data as

tools, power, ISP needed, firewall, Wi-Fi, scanners, mobile spare equipment, needed, remove
options, backup switching, phones, and devices, conference documentation, and access, update
connectivity, and remote access. gear, and shared vendor contacts. inventory, and redeploy
support requirements. stations. or retire assets.

Execution rule: Do not move from one stage to the next until ownership, evidence, and
acceptance criteria are clear.

Own the standard Prove readiness Close the loop
Decide what good looks like Verify facts before scheduling, Document outcomes so support
before work begins. buying, deploying, or closing. and leadership can act.
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STANDARDS THAT MAKE THE WORK REPEATABLE

What good looks like

A professional IT program does not rely on memory or individual heroics. It uses standards
that make quality visible, measurable, and repeatable.

Standard area Practical expectation

Connectivity plan Primary internet, backup option, router/firewall, Wi-Fi coverage, trailer layout, user/device
count, and speed expectations.

Site kit Preconfigured network gear, APs, printers, laptops, monitors, phones, power, labels,
cables, and documentation.

Operational support Remote access, onsite dispatch path, escalation contacts, spare devices, and issue
categories.
Security controls MFA, endpoint protection, patching, device assignment, guest Wi-Fi separation, and

access cleanup.

Closeout discipline Asset recovery, account termination, data handling, equipment redeployment, and final
documentation.

Decision principle: Anything that cannot be documented, repeated, assigned, measured, or
handed off will eventually become support debt.

Documented Measured Owned
The process is written and Leadership can see trend and Someone is accountable for
current. risk. completion.
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ACTIONS THAT CREATE REAL PROGRESS

Implementation playbook

Use these actions to move from vague concern to a practical operating plan. Each item
should have an owner, due date, and evidence of completion.

Start connectivity planning before the trailer arrives; ISP Q Treat backup connectivity as a business decision based on
timelines can drive the technology schedule. project criticality, not as a default or afterthought.

Use a standard jobsite technology kit to reduce one-off Q Document AP placement, network gear, printers, users,
purchasing and setup confusion. devices, and vendor contacts.

Create a support path that field teams can use without ° Plan for equipment movement as the site changes.

guessing who to call.

Close out the site with asset recovery, access cleanup, and
data handling.

Practical priority: Fix the facts first. Most technology programs improve faster once
inventory, ownership, access, documentation, and acceptance criteria are clean.
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HOW LEADERSHIP SHOULD TRACK IT

Governance and measurement

The right metrics make progress visible. The wrong metrics make a messy environment look
busy. Leadership should track the signals that explain health, risk, and accountability.

Measurement area What to track

Mobilization Internet order date, trailer-ready date, kit completion, first-day support issues.
Connectivity Uptime, Wi-Fi complaints, speed test results, backup/failover use, device count.
Support Ticket volume by category, response time, onsite dispatch count, repeat issues.
Assets Assigned devices, missing equipment, recovered equipment, redeployed equipment.
Closeout Access removed, data handled, inventory updated, equipment returned/recycled.

Reporting rule: A leadership report should answer four questions: What changed? What
risk remains? What decision is needed? What happens next?

Executive view Operational view
Show the top risks, blocked work, cost impact, and Show work volume, aging, recurring issues, defects,
decisions due. and ownership.
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USE THESE BEFORE APPROVAL

Executive decision questions

These questions are designed to expose weak assumptions before they become project
delays, support issues, security gaps, budget surprises, or operational risk.

How many users, devices, printers, cameras, and shared When does the trailer need internet, and what are the ISP
tools need connectivity? lead times?
What happens if primary internet fails during a critical Q Where will APs, printers, network equipment, and shared
project phase? workstations be placed?
Who provides onsite help if the remote team needs hands c What support expectations exist for nights, weekends, or
in the trailer? project deadlines?

Q How will equipment move, scale, or be recovered as the Q What closeout process removes access and protects data?

site changes?

What strong answers sound like

Strong answers include ownership, current state, target state, evidence, tradeoffs, timing, dependencies, and the
decision leadership needs to make.
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SCORE HONESTLY BEFORE INVESTING

Readiness scorecard

Rate each area from 1 to 5. A score of 1 means ad hoc and risky. A score of 3 means partially
controlled. A score of 5 means documented, measured, reviewed, and repeatable.

Mobilization planning
1 Technology needs are defined before the site is

active.

Device readiness
Jobsite devices and peripherals are staged, labeled,

and supportable.

Security baseline
Access, endpoint, Wi-Fi, and data controls are
appropriate for the site.

Connectivity readiness
Primary/backup connectivity, Wi-Fi, and network gear
match operational needs.

Support model
Field teams know how to get help and what escalation
path exists.

Closeout control
Assets, access, and data are recovered and
documented at project end.

Scoring rule: The overall score is not the average. The weakest critical area usually defines

the real risk.
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OHTG CONSTRUCTION JOBSITE CONNECTIVITY GUIDE / 30/60/90 ACTION PLAN

TURN THE GUIDE INTO MOVEMENT

30/60/90 action plan

A useful whitepaper should turn into execution. This plan gives leadership a practical starting
point for improving control without overcomplicating the first step.

Days 1-30 Days 31-60 Days 61-90

Create standard jobsite technology Pilot the model on one active or Standardize procurement, staging,
checklist, kit list, ISP decision tree, upcoming site and document setup, deployment, and closeout for all new
and support escalation path. tickets, and exceptions. jobsite offices.

How HTG applies this in the real world

HTG helps organizations turn technology priorities into executable work: assessments, procurement, staging,
managed services, cybersecurity readiness, lifecycle visibility, field execution, infrastructure projects, and leadership

reporting.

Ready to turn this into a practical operating plan?
TALK WITH HTG

Use this guide as the starting point for a focused review of your
environment, risk, priorities, projects, and next decisions.
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ACCURACY AND PRACTICAL USE

Source-grounded notes and reference basis

This whitepaper is written for executive planning and practical operations. It uses recognized
public guidance as a foundation where security, continuity, privacy, data protection, incident
response, media sanitization, healthcare, financial safeguards, or payment security concepts
are discussed.

* NIST CSF 2.0: National Institute of Standards and Technology, The NIST Cybersecurity Framework (CSF) 2.0, NIST CSWP 29, February
2024. https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final

« CIS Controls v8.1: Center for Internet Security, CIS Critical Security Controls Version 8.1. https://www.cisecurity.org/controls/v8-1

* NIST Contingency: National Institute of Standards and Technology, SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information
Systems. https://csrc.nist.gov/pubs/sp/800/34/r1/updl/final

« NIST Sanitization: National Institute of Standards and Technology, SP 800-88 Rev. 2, Guidelines for Media Sanitization, September 2025.
https://csrc.nist.gov/pubs/sp/800/88/r2/final

Important: This guide is business guidance, not legal, compliance, insurance, or audit
advice. Requirements vary by environment, contract, industry, cyber-insurance policy, and
regulator. Use it to improve planning, then confirm obligations with the appropriate counsel,
auditor, carrier, or compliance owner.

HTG closing standard

The best technology work is not merely installed. It is documented, governed, supported, measured, and improved.
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REFRESH PLANNING

Technology Refresh
Planning Guide

How to replace aging devices, firewalls, switches, Wi-Fi, servers, printers,
POS, and business systems before they create downtime or risk.

WHITEPAPER 10

BUILT FOR

Executives, IT leaders, finance teams,
operations managers, and businesses
planning hardware, network, or
platform upgrades.

OUTCOME

A refresh planning model that
prioritizes what to replace, when to
replace it, how to budget, and how to
reduce business disruption.

USE THIS WHEN

Aging laptops, network
gear, security tools, or
platforms need a planned
replacement path before
they create disruption.



OHTG TECHNOLOGY REFRESH PLANNING GUIDE / EXECUTIVE BRIEF

WHY THIS WHITEPAPER MATTERS

Executive brief

Technology refresh should not be a panic response to failure. The best refresh programs
combine asset age, warranty status, performance, security support, user impact, and
business criticality into a roadmap leadership can fund and execute.

Downtime avoidance Security exposure
Aging firewalls, switches, APs, devices, servers, and Unsupported operating systems, old firmware,
printers fail at the worst possible time. missing patches, and obsolete equipment create

avoidable risk.

User productivity Budget control
Slow devices, unreliable Wi-Fi, and failing Planned refreshes allow purchasing, staging,
peripherals drain time every day. scheduling, and deployment to happen without

emergency pricing.

Leadership takeaway: Technology refresh planning helps leaders prioritize replacement
based on business risk, user impact, security exposure, and budget timing.
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COMMON FAILURE PATTERNS

Where organizations lose control

Refresh problems start when aging equipment is replaced reactively instead of through a
documented priority model.

What to watch for
* Refresh planning is based only on device age, not business impact, security support, warranty, or ticket history.

 Network infrastructure is ignored because it is out of sight until Wi-Fi, POS, phones, or internet performance breaks.

* Projects are approved without procurement lead time, staging, migration windows, or rollback planning.

» Old devices are replaced, but data migration, user training, licensing, and support handoff are weak.
* Retired assets are stored instead of recovered, sanitized, recycled, resold, or redeployed.

* Leadership sees refresh as an IT wish list instead of a risk, productivity, and continuity plan.

Operational truth: The right refresh plan replaces risk in the right order, not everything at
once and not only after failure.

Impact if ignored Corrective move

Small gaps become recurring tickets, missed Assign an owner, define the standard, require
handoffs, delayed projects, unclear security evidence, and review progress on a leadership
ownership, and leadership surprises. cadence.
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TECHNOLOGY REFRESH PLANNING GUIDE / OPERATING MODEL

OPERATING MODEL

The Refresh Priority Framework

A mature approach turns scattered activity into a repeatable system. Use this model to define

ownership, sequence, quality checks, and handoff.

Inventory

Know what exists:

devices, network gear,
servers, printers, POS,

warranties, support

Risk-rate

Score assets by age,
warranty, security
support, failure history,
business criticality, and

Sequence

Group refreshes by
location, department,
user type, dependency,
budget cycle, and

Prepare

Procure, stage, image,
test, communicate,
schedule, migrate, and
define rollback/

Retire

Recover old assets,
sanitize data, update
inventory, close

licenses, and

status, and ownership. user impact. change window. acceptance criteria. document disposition.

Execution rule: Do not move from one stage to the next until ownership, evidence, and
acceptance criteria are clear.

Own the standard Prove readiness Close the loop

Decide what good looks like
before work begins.

Verify facts before scheduling,
buying, deploying, or closing.

Document outcomes so support
and leadership can act.
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STANDARDS THAT MAKE THE WORK REPEATABLE

What good looks like

A professional IT program does not rely on memory or individual heroics. It uses standards
that make quality visible, measurable, and repeatable.

Standard area Practical expectation

Refresh inventory Device age, warranty, model, location, owner, support status, operating system/firmware,
and risk score.

Priority tiers Immediate risk, next budget cycle, watch list, standard replacement, and defer/exception
categories.
Deployment plan Staging, imaging, communications, user scheduling, migration, testing, support

coverage, and closeout.

Network readiness Firewall, switch, Wi-Fi, cabling, ISP, power, rack/closet, and firmware lifecycle reviewed
before failure.

Retirement process Asset recovery, data sanitization, inventory update, recycling/resale, and evidence
retention.

Decision principle: Anything that cannot be documented, repeated, assigned, measured, or
handed off will eventually become support debt.

Documented Measured Owned
The process is written and Leadership can see trend and Someone is accountable for
current. risk. completion.
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ACTIONS THAT CREATE REAL PROGRESS

Implementation playbook

Use these actions to move from vague concern to a practical operating plan. Each item
should have an owner, due date, and evidence of completion.

Build the refresh list from asset data, ticket history, Q Separate critical infrastructure from user devices; firewalls,
warranty, security status, and business importance. switches, and Wi-Fi can affect entire locations.

Use priority tiers so leadership can approve work in phases Q Pair refreshes with procurement and staging standards to
instead of all-or-nothing. avoid chaotic deployment.

Communicate user impact early: timing, downtime, data ° Measure deployment defects and update the standard
migration, and what changes. process after each wave.

Q Retire replaced assets properly instead of letting old
equipment accumulate.

Practical priority: Fix the facts first. Most technology programs improve faster once
inventory, ownership, access, documentation, and acceptance criteria are clean.
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HOW LEADERSHIP SHOULD TRACK IT

Governance and measurement

The right metrics make progress visible. The wrong metrics make a messy environment look
busy. Leadership should track the signals that explain health, risk, and accountability.

Measurement area What to track

Refresh risk Immediate-risk asset count, unsupported asset count, out-of-warranty count, high-ticket
assets.

Execution On-time deployment, staging defects, migration issues, user acceptance, rollback events.

Infrastructure Network gear age, firmware status, Wi-Fi issue trend, firewall support status, capacity

constraints.
Budget Planned vs emergency spend, forecast accuracy, refresh completion rate, exception count.

Retirement Recovered asset count, sanitization evidence, inventory closure, storage backlog reduction.

Reporting rule: A leadership report should answer four questions: What changed? What
risk remains? What decision is needed? What happens next?

Executive view Operational view
Show the top risks, blocked work, cost impact, and Show work volume, aging, recurring issues, defects,
decisions due. and ownership.
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USE THESE BEFORE APPROVAL

Executive decision questions

These questions are designed to expose weak assumptions before they become project
delays, support issues, security gaps, budget surprises, or operational risk.

@ \Which assets create the highest business risk if they fail? @) What equipment is unsupported, out of warranty,
underperforming, or frequently ticketed?

What refreshes should happen before a compliance, Q What can be phased by site, department, role, or criticality?
insurance, growth, or location event?

What must be staged, tested, migrated, and communicated c What is the rollback plan if a refresh affects operations?
before deployment?

Q How will replaced assets be recovered and sanitized? Q What roadmap helps leadership fund the work without
surprises?

What strong answers sound like

Strong answers include ownership, current state, target state, evidence, tradeoffs, timing, dependencies, and the
decision leadership needs to make.
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SCORE HONESTLY BEFORE INVESTING

Readiness scorecard

Rate each area from 1 to 5. A score of 1 means ad hoc and risky. A score of 3 means partially
controlled. A score of 5 means documented, measured, reviewed, and repeatable.

Asset visibility
1 The organization knows what needs refresh and why.

Budget planning
Refresh spend is forecast and phased instead of
emergency-driven.

Infrastructure coverage
Network and site infrastructure are included, not

ignored.

Risk prioritization
Refresh decisions consider business impact, security,
warranty, and support burden.

Deployment readiness
Procurement, staging, scheduling, testing, and
support are planned.

Retirement discipline
Replaced assets are recovered, sanitized, and
removed from active inventory.

Scoring rule: The overall score is not the average. The weakest critical area usually defines
the real risk.
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TURN THE GUIDE INTO MOVEMENT

30/60/90 action plan

A useful whitepaper should turn into execution. This plan gives leadership a practical starting
point for improving control without overcomplicating the first step.

Days 1-30 Days 31-60 Days 61-90

Build refresh inventory, identify Create refresh tiers, budget Execute first refresh wave, measure
unsupported/high-risk assets, and estimate, procurement plan, defects, retire old assets, and
group by business impact. deployment waves, and user publish roadmap for next waves.

communication model.

How HTG applies this in the real world

HTG helps organizations turn technology priorities into executable work: assessments, procurement, staging,
managed services, cybersecurity readiness, lifecycle visibility, field execution, infrastructure projects, and leadership

reporting.

Ready to turn this into a practical operating plan?
TALK WITH HTG

Use this guide as the starting point for a focused review of your
environment, risk, priorities, projects, and next decisions.

HTG Inc. | Practical technology guidance for business leaders htginc.com
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ACCURACY AND PRACTICAL USE

Source-grounded notes and reference basis

This whitepaper is written for executive planning and practical operations. It uses recognized
public guidance as a foundation where security, continuity, privacy, data protection, incident
response, media sanitization, healthcare, financial safeguards, or payment security concepts
are discussed.

* NIST CSF 2.0: National Institute of Standards and Technology, The NIST Cybersecurity Framework (CSF) 2.0, NIST CSWP 29, February
2024. https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final

« CIS Controls v8.1: Center for Internet Security, CIS Critical Security Controls Version 8.1. https://www.cisecurity.org/controls/v8-1

* NIST Sanitization: National Institute of Standards and Technology, SP 800-88 Rev. 2, Guidelines for Media Sanitization, September 2025.
https://csrc.nist.gov/pubs/sp/800/88/r2/final

* NIST Contingency: National Institute of Standards and Technology, SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information
Systems. https://csrc.nist.gov/pubs/sp/800/34/r1/updl/final

Important: This guide is business guidance, not legal, compliance, insurance, or audit
advice. Requirements vary by environment, contract, industry, cyber-insurance policy, and
regulator. Use it to improve planning, then confirm obligations with the appropriate counsel,
auditor, carrier, or compliance owner.

HTG closing standard

The best technology work is not merely installed. It is documented, governed, supported, measured, and improved.
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